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Introduction 

Relevance of the research topic 

Industry 4.0 marks a transformation from traditional manufacturing to an 

advanced data-driven paradigm integrating physical and digital systems and 

other modern technologies (Vaidya et al., 2018; Ardito et al., 2019; Tupa & 

Steiner, 2019). This revolution facilitates business efficiency, productivity, 

significant societal benefits, improved access to education and healthcare, and 

better living standards (Alcácer & Cruz-Machado, 2019; da Silva et al., 2020; 

Williams, 2021).  

The development of fintech is the greatest change brought by Industry 4.0 

(Fülöp et al., 2022). The rise of fintech forces financial institutions to adapt to 

different regional economies, requiring an understanding of local regulations, 

financial literacy and consumer preferences (Phan et al., 2020).  

The European Commission recognises the necessity to develop financial 

services and launched the European Union Digital Financial Platform to foster 

innovation and promote a single digital financial market (Phan et al., 2020).  

The second Payment Services Directive (PSD2) introduces "passporting" 

in the EU, allowing financial institutions of one member state to operate in all 

EU countries, contributing to the creation of a single, integrated payments 

market. PSD2 aim is to promote competition and innovations and to ensure 

consumer protection; it creates the need for strong regulatory supervision.  

The ECB stresses the great importance of technology in banking sector, 

drawing attention to the risks and the need for cyber-security measures. The ECB 

emphasises the necessity for sound digital governance, promoting proper risk 

management, customer trust, and secure banking environment (Kerstin af 

Jochnick, 2020). 

Challenges, as highlighted by (Elderson, 2022), include the need for 

strong choice of KPIs considering the organisation's risk levels.  
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In response to the identified shortcomings in KPI and risk management 

integration, the ECB requires greater supervisory attention. A new approach to 

selection of KPIs based on risks meets the ECB's concerns for transparency in 

the financial sector.  

Level of scientific development of the problem  

Scholars all over the world study the issue of KPIs and their usage in the 

financial sphere. However, the level of scientific development of the problem 

still exists. Such prominent scientists as C. Kruger, J. Boyer, E. Fama and others 

have reached important results in examining KPIs, but the issue of the 

interconnection of KPIs and KRIs, as well as the impact of regional trends still 

require exploration. The contribution of Latvian scholars, such as 

V. Dombrovskis, H. Skadina, and R. Rupeika-Apoga, is also significant, 

especially in the process of selecting KPIs.  

The scientific publications focus mainly on a limited set of traditional 

KPIs. Nevertheless, such an approach may ignore other vital factors that 

influence performance. Financial institutions are very different in their activities, 

and they cannot have a one-size-fits-all set of KPIs due to their unique operations 

and objectives. Therefore, it is very important to develop a consistent approach 

to KPI selection, which could allow the individual financial institutions to tailor 

and adjust the specific KPIs to their performance taking into account existing 

risks and regional trends. 

Aim of the Doctoral Thesis 

The aim of the doctoral research is to develop the Key Performance 

Indicators based on Key Risk Indicators for financial institutions in the EU 

regional dimension.  

 



 

7 

Tasks of the Doctoral Thesis 

The following tasks are set to reach the aim of the Thesis: 

1. To analyse the scientific publications on the selection of KPIs for financial 

institutions, to identify the research gaps and to determine the approach to 

the assessment of fintech and digital products, taking into account the role 

of the European regulatory authorities in the operations of financial 

institutions as issuers of digital financial products. 

2. To determine and analyse the impact of the EU regional dimension and 

regional economic trends on the operations of financial institutions as well 

as an assessment of the sharing of financial services in smart cities in 

the EU. 

3. To analyse the opportunity to use the traditional KPIs together with risk-

based KPIs for estimating the performance on the spot.  

4. To evaluate the criteria for the selection of risk indicators considering the 

digitalisation and regionalisation trends in the EU.  

5. To construct and validate the statistical models for internal and compliance-

related processes of the financial institutions for analysis of the 

interconnections of the KPIs and KRIs. 

6. To suggest recommendations for selecting risk-based KPIs on the basis of 

the offered statistical models. 

Object of the Doctoral Thesis 

Financial institutions and their operations in the EU regional dimension. 

Subject of the Doctoral Thesis  

Formation of the KPIs of financial institutions in the EU regional 

dimension on the basis of KRIs. 
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Hypotheses of the Doctoral Thesis 

1. The EU financial institutions can set up the KPIs on the basis of the KRIs 

for their financial governance. 

2. The same set of KPIs is suitable for the financial governance of the EU 

financial institutions of different types.  

Theses for the defence 

1. Financial institutions should apply KPIs based on risks in addition to 

traditional KPIs.  

2. The EU regional policy has an impact on national regulations and, 

accordingly, the risk structure of financial institutions operating in the EU.  

3. The EU financial institutions of different types can use the same set of KPIs 

based on risks. 

Research Questions 

1. Does the comprehensive approach to selecting the proper KPIs in the 

financial sector exist in the EU?  

2. Does the EU provide homogenous conditions for fintech as a form of a 

financial institution development across all countries considering economic 

policies implications, regulations, supervision, legislation? 

3. Do the traditional KPIs cover all the requirements of the contemporary 

fintech company?  

4. Does the suggested new approach to digital product within EU regional 

context affect the risk environment of a fintech company? 

5. Does sharing economy create additional compliance and regulatory risks for 

the fintech company? 

6. Do KRIs of the financial institution determine KPIs related to financial 

governance? 
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Research methods, data collection tools, and techniques  

The analysis of primary and secondary data and the Delphi method were 

used for selecting risk indicators; the monographic method was applied to review 

the scientific publications and documents related to regional policies and 

normative regulatory acts; the qualitative and quantitative analyses were applied 

to risk assessment and development of classifications, taxonomies and 

algorithms; the case study method was employed for comparing the regulatory 

environment in different EU countries; the Cost-benefit analysis and the total 

cost of ownership methods were used to develop the cost functions; the Partial 

Least Squares – Structural Equation Modelling (PLS-SEM) method was 

employed for constructing and estimating the statistical models; the quality of 

the statistical models was assessed via item reliability, convergent validity, 

discriminant validity, coefficient of determination, standardised path 

coefficients, effect size, variance inflation factor (VIF), fit measures. The PLS-

SEM analysis was carried out using SmartPLS software.  

Research limitations 

1. The study is based on operations of fintech as a form of financial 

institutions. Other forms of financial institutions were considered only in 

the theoretical part of the Thesis. 

2. Limited representation of financial institutions operating in businesses: 

the research is based on the data related to financial fintech, payment 

fintech and asset management fintech. However, the findings might not 

fully cover the financial and capital adequacy risks faced by other types 

of financial institution.  

3. Construct of the statistical models: The model generated is constrained by 

the factors included in its construction. The inclusion of other factors 

might result in different functional dependencies. Additionally, 
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alternative methods of data analysis might potentially present different 

result. 

4. Sample. The author assumes the sample to be representative; the model is 

built on the values of 217 threats and 78 vulnerabilities. In total, 2950 

indicators are considered for different financial institutions. However, the 

results may not be fully representative for the entire number of financial 

institutions.  

5. Risk categories used. The statistical models are constructed on the risk 

categories associated with internal and external processes, defined by the 

experts in the process of Delphi survey.  

6. The study deals with the specific form of financial institutions commonly 

referred to as fintech.  

Scientific novelty of the Thesis 

1. A new way to assess the EU financial institutions' KPIs with a regional 

focus is offered. The study shows the need for financial institutions to use 

the risk-based KPIs in addition to the traditional ones. 

2. A classification of fintech and the segmentation of digital products were 

developed. They allow revealing the related risk factors. 

3. The taxonomy of digital products was developed for connecting the 

production of various digital products. 

4. The classification of electronic money and crypto assets and the 

taxonomy of money by law, as well as the algorithm for token 

classification were developed. 

5. The pricing strategies for the digital products were offered. The risks 

inherent in the price formation methods were identified and analysed. 

6. The factors of regional dimension affecting the fintech operations were 

identified. It is shown that the traditional resource theories are not 

applicable to the operations with digital products. 
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7. The new approach to the life-cycle and stages of production of the digital 

assets in the EU was developed. It is proven that digital assets production 

should be reflected in inventories but not in capital section in financial 

reporting, which contradicts the numerous scientific publications but 

supported by the approach of IFRS.  

8. The comprehensive approach to the assessment of the inherent risk by 

determining the average likelihood and impact associated with each 

combination of threats and vulnerabilities contributing to the specific risk 

was developed. 

9. The function of costs distribution between financial institutions and smart 

city administration for implementing shared financial services was 

developed. The specific compliance and regulatory risks based on market 

volatility were defined.  

10. The new approach to the selection of KPIs for financial institutions on the 

basis of risk indicators was proven by the statistical models  

Practical significance 

1. The usage of traditional KPIs together with risk-based KPIs allows 

estimating the performance on the spot, which improves the decision-

making process, covers the modern needs in risk control and facilitates the 

development of risk strategies for the EU financial institutions. 

2. The developed classification of fintech types and the generated 

segmentation of digital products can be used by financial institutions for 

choosing those digital products that fully match their functionality, as well 

as for decreasing compliance related risks. 

3. The developed taxonomy of digital products allows connecting the 

production of various digital products and facilitating the activities of 

financial institutions. 



 

12 

4. The offered taxonomies of crypto assets and money by law, classification of 

electronic money and algorithm for classification of tokens can be used by 

financial institutions for issuance of digital assets and for decreasing the 

compliance-related risks of financial institutions. 

5. The developed characteristics of the EU regional fintech trends can provide 

the financial institutions with safe and well-controlled digital production. 

Moreover, these characteristics may provide benefits to other industries, 

working in the area of digital production. 

6. The analysis of the EU regional trends and regulations relevant to the 

operations of financial institutions enables these institutions to select a 

jurisdiction that suits their digital production and distribution needs. 

7. The offered KPI selection approach allows financial institutions to manage 

the operations more effectively. 

8. It is proven that the production of digital assets should be reflected in 

inventories but not in the capital section in financial reporting. This allows 

financial institutions to improve their financial statements and reduce the 

compliance-related risk.  

9. The cost analysis and cost distribution functions can be used by smart cities 

for the development of financial service sharing.  

10. The developed statistical models allow financial institutions to delegate the 

ICT solutions to specialised businesses and to monitor the implementation 

of these operations with controlled risks. 

11. The proposed approach to the selection of KPIs can be used by supervising 

authorities at the EU and national levels to monitor efficiently the internal 

and compliance-related processes of financial institutions considering the 

risk issue; it can be used by governance of financial institutions and by 

scholars for development of similar models in relation to specific risks, 

actual for each financial institution.  
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12. The EU and national supervising authorities can use the results of this study 

for assisting the financial institutions in the process of selecting the KPIs. 

Evaluation of the research results 

The author has widely disseminated the principal findings of the research 

and presented them to the stakeholders in: 

• 8 publications in the scientific journals indexed in Scopus and Web of 

Science, and 5 of them are in journals included in Q1; 

• 12 international scientific conferences and symposia, including 3 

presentations at the Plenary Sessions;  

• lectures and seminars in financial institutions and associations; 

• presentation of the research results related to financial institutions regulation 

to the Bank of Latvia as national representative of the ECB;  

• presentation of the research results to the Association of Financial 

Institutions of the Czech Republic;  

• presentation of the research results to the financial institution in Malta.   

Recognition of the value of the Thesis  

• Correspondence to the challenges stated by the ECB: in the Newsletter 

(Annex 1) the ECB emphasises the necessity of the banks to improve the 

KPIs basis for estimating the banks performance and forestalls that it will 

assess the banks’ progress in improving risk culture through peer 

benchmarking, sharing good practices and ongoing industry dialogue. 

• Bank of Latvia has recognised the relevance of the Thesis, and emphasised 

that the developed techniques can serve as a knowledge basis for policy 

making to increase the efficiency of supervision, and has practical 

applicability for supporting integrity and sustainable development of local 

fintech sector. (Annex 3) 
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• Association of Financial Institutions of the Czech Republic estimates the 

Thesis as relevant and potential and will offer it to the companies-members 

of the Association for practical implementation for more transparent, 

efficient, risk-aware financial management. (Annex 2) 

• Financial Institution in Malta notes the topicality of the study and the Board 

of Directors has taken a decision to start implementing some of the findings 

in practice. (Annex 4) 

The structure of the Doctoral Thesis 

The Doctoral Thesis includes abstracts in English and Latvian, the list of 

abbreviations, introduction, three chapters, conclusions and recommendations, 

bibliography, 11 annexes. The volume of the Thesis is 142 pages including the 

bibliography, which comprises 316 sources. The List of author’s publications 

consists of 8 publications in the scientific journals indexed in Scopus and WoS, 

and 5 of them are in journals included in Q1. 
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1 Theoretical Aspects of Selecting KPIs for Financial 

Institutions 

The process of determining the area of research for this Thesis comprised 

several stages. The first step was to define whether the requirements of ECB for 

financial institutions to base their KPIs on risk indicators have a sound scientific 

basis. The second stage was to develop a genesis of fintech as a type of financial 

institutions used for the development of new approach to KPIs based on KRIs. 

All other stages of determining the area of study are connected with 

regional aspect and include the defining the region of the research application, 

analysis of impact of regional and national EU policies on fintech, exploring the 

ECB as an instrument of regional financial policy, and investigation of the 

influence of globalisation on fintech. 

1.1 KPIs selection for financial institutions in EU  

The ECB criticised the current state of fintech governance for not aligning 

KPIs with the risks inherent in fintech operations (Annex 1). The ECB stresses 

the need for a transparent methodology for selecting indicators that correlate 

directly with the risks posed by fintech, especially in financial governance, where 

financial risk and capital adequacy risk play a key role. Fintech faces challenges 

such as standardisation, security and understanding among decision-makers that 

need to be addressed in order to fully exploit its potential to transform financial 

institutions and services. 

The study is devoted to a literature review in order to create the taxonomy 

for the selection of KPIs in fintech. This area should be in the focus of research 

in the scientific literature. To confirm or reject this assumption, the following 

research questions (RQs) were set: 

RQ1. The area of KPIs for financial institutions is well covered by the 

scientific articles indexed in Scopus and WoS databases. 
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RQ2. The factors influencing the choice of KPIs for the financial 

institution are described in scientific articles. 

RQ3. The classification of KPIs for financial institutions exists and is 

applicable for practical use for financial institutions. 

This study employs a methodology commonly used in other scientific 

research fields, focusing on less-explored problems. The initial stages involve 

planning and defining the research objectives, questions, and the selection of 

appropriate keywords is an essential step. After setting the RQ, the following 

keywords were determined: “fintech” OR “Financial institutions” AND “KPIs 

OR “metrics”. 

Inclusion and exclusion criteria were defined and databases were searched 

from September 2022 to January 2023. Following strict inclusion criteria, 590 

articles were identified, of which 122 were excluded due to duplication or 

inconsistency. Abstract screening reduced this number to 121, which was 

reduced to 9 relevant articles after full-text reading. Snowballing added seven 

more articles to the sample, and 16 articles were subjected to qualitative analysis. 

Further, the qualitative analysis was used.  

The analysis determines the specific academic fields the selected articles 

address. The outcome limited success in identifying relevant areas, with only 

liquidity management (two articles) and cybersecurity (three articles) needing to 

be specified. The categorisation of the remaining articles into distinct areas is 

challenging. Moving forward, the qualitative analysis of the chosen articles 

evaluates the extent of topic within academic literature. This evaluation aids in 

identifying problematic aspects within the field. The analysis involves reviewing 

each article's coverage and its alignment (or lack thereof) with relevant research 

areas of this study. 

The analysis identifies the specific academic fields covered by the 

selected articles. The identification of the relevant areas revealed only two 
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articles in liquidity management and three articles in cyber security. It was 

difficult to categorise the remaining articles into specific areas. Further, the 

qualitative analysis of the selected articles was used to assess the degree of 

exploration of the topics in academic literature.  

This systematic literature review aimed to answer three research 

questions. The results revealed negative answers to all three research questions, 

indicating that more coverage is needed in the scientific literature. 

Nonetheless, the central question of precisely selecting appropriate KPIs 

for specific businesses, even within scientifically explored domains, still needs 

to be answered. Research allows companies to identify the most relevant KPIs 

for their unique needs for strategic decision-making.  

 

The Doctoral Thesis research question – 1. Do we have the 

comprehensive approach to selecting the proper KPIs in financial sector? – 

answered. There is no comprehensive approach for choosing the appropriate 

financial sector KPIs.  

A systematic literature review reveals a lack of clarity and consistency in 

selecting the relevant KPIs for different types of fintech. The absence of a 

universally accepted framework for KPI selection can lead to confusion and 

inefficiency in decision-making. A pragmatic approach initially considers 

common and traditional KPIs as a baseline before exploring more specific ones. 

Conventional KPIs like ROE, ROA, liquidity indicators, capital turnover and so 

on may not fully reflect fintech success, they do not evaluate risk management, 

capital allocation, and long-term sustainability.  

In the area of financial management, DuPont analysis and ROE, ROA, 

liquidity indicators, capital turnover are established tools for evaluating 

performance. However, their effectiveness in measuring success in the digital 

and fintech sectors is under debate. DuPont analysis and ROE remain relevant 
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but should be used together with new KPIs to accurate financial assessment of 

fintech. 

However, the challenge lies in the matching KPIs with potential risks. The 

ECB emphasised the need for KPIs that reflect a transparent, risk-aware 

approach. In the absence of risk-based KPIs, fintech may fail to identify 

accurately vulnerabilities and assess risk effectively.  

 

The Doctoral Thesis research question – 3. Do the traditional KPIs 

cover all the requirements of the contemporary fintech company? – answered. 

Traditional KPIs without proper relationship to the risk of a fintech company do 

not cover the needs of the modern fintech. 

1.2 Fintech genesis 

The emergence of Industry 4.0 started the new era in financial services, 

driven by fintech innovation. The combination of finance and technology created 

opportunities to simplify operations, improve customer experience, and make 

data-driven decisions across the EU. 

The historical evolution of fintech began in the 19th century and continues 

today, influencing business models and customer interactions. It is difficult to 

define fintech, but it generally includes technological systems that provide 

financial services directly or improve the efficiency of the financial system. 

The benefits of digital applications are clear, including cost reduction, 

faster services, increased competition, and accessibility. However, fintech also 

presents challenges that require regulatory adjustments across the EU countries. 

The need to monitor fintech in the EU arises due to the rapid growth and 

adoption of digital financial services. While fintech offers opportunities for 

inclusion and efficiency, it also presents risks (Ahern, 2021). The main reason is 

to protect consumers and investors via data security and privacy in fintech 

services. Supervision imposes strong cybersecurity measures for trust and 
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financial stability (Tsai & Peng, 2017; Rupeika-Apoga & Wendt, 2022). 

Supervision monitors systemic risks and vulnerabilities to ensure overall 

financial system stability. Harmonised regulations prevent arbitrage and promote 

cross-border innovation (Athanassiou & Mas-Guix, 2008; Armstrong, 2016; 

Buchak et al., 2018; Richter, 2020). 

1.3 Digital financial products within EU region 

Digitalisation is now an essential aspect of modern banking that allows 

more efficient and cost-effective delivery of financial services. Financial 

institutions operating in the EU offer a wide range of financial products. Fintech 

became significant players in the EU market by introducing innovative digital 

solutions (Dhar & Stein, 2016; European Commission, 2017; Agarwal & Zhang, 

2020; Boyer, 2021; Barroso & Laborda, 2022).  

The taxonomy of digital financial products plays an important role in 

improving communication between financial institutions and fintech companies 

by providing standardised terminology 

1.4 Crypto-asset taxonomy and life cycle 

The Thesis distinguishes three distinct crypto-asset subtypes: 1. Utility 

tokens, issued for access to electronic services or digital platforms; 2. Asset-

referenced tokens, linked to a single currency or another item; 3. Payment tokens 

(coins, electronic money tokens, e-money tokens), primarily intended as means 

of payment.  

The life cycle of each type of crypto asset is based on its unique 

characteristics, and every stage in this life cycle corresponds to a transaction 

involving the crypto asset. This is true to all types of crypto assets. 
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1.5 Pricing digital currencies and cryptocurrencies 

The price formation of cryptocurrencies cannot be explained by 

conventional economic theories. According to (Hanley, 2013), the value of 

cryptocurrencies fluctuates against other currencies as a purely market-based 

valuation. According to (Woo et al., 2013), cryptocurrencies may have some 

equitable value due to its money-like properties as a medium of exchange and a 

store of value, but it has no other foundation. (Bouoiyour & Selmi, 2014) regress 

its market price against a number of independent variables, for example, the 

market price of gold. (Polasik et al., 2014) conclude that the price of 

cryptocurrencies is predominantly the result of their popularity. (Gandal & 

Halaburda, 2014) examine the competition between cryptocurrencies on the 

market and four online exchanges.  

"Electronic money" is defined as money that is accepted and is stored 

electronically, including magnetically. It is issued for the purpose of conducting 

payment transactions. The Electronic Money are issued by the Electronic Money 

Institution. The authorisation to issue electronic money is governed by the 

national laws of the EU member states. 

The transformative impact of digitisation and innovative business models 

in the digital economy made it essential to identify the pricing factors affecting 

financial products in the digital economy (Verhoef et al., 2021). Customers now 

expect 7/24 availability of products and services, which creates a challenge in 

measuring its impact accurately (Williams, 2021). Understanding these factors is 

essential to effectively manage the associated fintech risks. 

Eugene F. Fama, the Nobel prize winner, contributed to the theory of 

capital market efficiency. (Fama, 1970) proposed three kinds of effectiveness, 

distinguished by the type of information included in price: (i) strong form, (ii) 

semi-rigid form, and (iii) poor performance.  
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The weakest form of efficiency is the aggregation of historical price data 

only, which can be predicted as a trend in historically aggregated prices. The 

medium form of efficiency assumes that all publicly available information is 

already reflected in prices. The strong form of efficiency takes into account all 

information, comprising the private information included in the price; it states 

that no monopoly information can be profitable; in other words, insider trading 

cannot be profitable in a market with strong efficiency. 

Financial management, from the perspective of digital product pricing 

should consider the wider list of metrics. The approach for this metrics selection 

and assessment of their influence to the KPI of the company should be developed. 
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2 Regional Aspects of Financial Products Market 

2.1 Regional aspect of financial institutions operations in EU 

The research focuses on companies registered in the EU member states. 

Regulatory harmonisation is ensured by agreements involving the ratification of 

EU legislation by the EU member states European Union, 2022).  

EU financial institutions play a crucial role in the regional economy by 

facilitating cross-border trade and investments. This regional framework is 

closely connected with globalisation, since it allows these institutions to be 

engaged in global financial markets. Globalisation introduces complex links in 

socio-ecological systems, affecting sustainability processes. This impact is 

reflected in all aspects of fintech.  

Financial services are crucial for success of businesses in the digital 

economy, providing access to capital for investments, expansion, and risk 

management. Considering fully digital nature of financial services it is necessary 

to determine the regional economic aspects.  

The digital economy covers economic activities that depends on or 

improved by digital resources (Cernisevs et al., 2022). Only financial and 

insurance service providers fully operate in the digital sphere, conducting digital 

production, distribution, and communication (Pilat et al., 2020; Williams, 2021). 

(Shibusawa, 2000) highlights digital economy characteristics, including 

the digitalisation of goods and services through technology, moving them from 

physical to cyberspace. 

The relationship between fintech and the digital economy is symbiotic, 

involving the integration of financial services and technology into the digital 

sphere (Cernisevs et al., 2022). Fintech includes innovative solutions enabling 

efficient financial service delivery (European Commision, 2014; Serrano, 2018; 

Panov et al., 2019; Pilat et al., 2020; Spence, 2021). Globalisation plays a crucial 

role in integrating labour, technology, information and assets (Khizbullin et al., 
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2017). 21st-century regional development theories, based on Schumpeterian 

ideas, consider innovation and knowledge as crucial factors, creating new 

opportunities and reshaping markets (Schumpeter & Opie, 1934). In regional 

economics, focusing on spatial economic aspects, innovation and competence 

serve as equilibrium factors between regions. The development of the digital 

economy contributes to globalisation and allows operations across regions. 

Fintech plays a key role in the ecosystem of the financial services 

industry, facilitating collaboration and innovation (Moore, 1999). Fintech 

contributes to the localisation of production theory in the regional economy by 

connecting traditional financial institutions and fintech to offer comprehensive 

solutions (Cernisevs et al., 2022). 

Schumpeter's innovation concept as well as Richardson's theories 

(Richardson, 1964; Richardson, 1972; Richardson, 1990) affect regional 

development in the digital era. The presented model simplifies regional 

interactions, considering production, resources, and tax characteristics, 

emphasising the role of taxation in cross-border transactions. 

2.2 Regional and national EU policies: Impact on fintech 

The transformative nature of the digital economy and the integration of 

advanced ICT technologies into financial services led to significant shifts in the 

financial industry (Kurpayanidi, 2020, 2021). Fintech plays a key role in this 

transformation (Dhar & Stein, 2016; European Commission, 2017; Agarwal & 

Zhang, 2020; Boyer, 2021). The digital economy is influencing economic 

processes and creating new benefits for business. However, the digital economy 

also brings new risks and challenges. The evolution shows the impact of national 

policies and regulation on the growth and development of fintech, which varies 

across the EU and shapes the future of the financial sector (Sukhorukov et al., 

2018). It focuses on key challenges in the EU, revealing persistent gaps in the 

achievement of social objectives. These gaps underline the difficult task of policy 
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coordination across member states (Lavrinenko et al., 2023). The EU cohesion 

policy recognises the socio-economic differences between countries, 

contributing to additional risks for fintech companies linked to external 

regulation (Sánchez & Jiménez-Fernández, 2023). 

2.3 ECB operations within regional financial policy 

The ECB is a financial regulator for fintech in the EU. The ECB mitigates 

risks associated with fintech. The ECB's pan-European regulatory role promotes 

fair competition and harmonises practices across member states. It improves 

consumer protection, sets transparency standards and monitors fintech impact on 

the financial system.  

Globalisation affects the ability of the ECB to achieve domestic goals due 

to financial ties across nations (The Economist, 2019). The ECB faces the 

challenges and mitigates the risks associated with globalisation. The ECB's role 

also includes supervising and regulating the financial sector, ensuring 

compliance with EU standards and regulations. 

2.4 Fintech as a development trend: International nature 

In the context of globalisation, fintech plays a key role in facilitating the 

transfer of technology and skilled labour across borders (Samimi & Jenatabadi, 

2014). The integration of human capital and financial systems in globalised 

countries contributes to the efficient technology transfer and promotes economic 

growth. 

Studies indicate that external investors tend to invest less in innovative 

industries within globalised processes, and the relationship between fintech and 

regional funds reinforces the concept of global convergence. Moreover, the role 

of fintech in digitising public services is an important aspect of globalisation 

(Alvarenga et al., 2020). Governments' efforts to digitise public services 
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underline the contribution of fintech to the development of critical infrastructure 

for globalisation.   

The differences between countries in the fintech sector are significant and 

can have a major impact on various aspects of operations. For instance, 

implementing regulations like MiFID II in equity management requires specific 

capital adequacy measures and expertise in asset management. While 

passporting facilitates the expansion of financial services across the EU 

countries, the different regulatory principles in different countries influence 

advantages and challenges in this process. The example of Germany and Estonia 

illustrates the differences in ICT security requirements, language barriers, legal 

aid and ease of registration of online businesses.  

2.5 Case studies: In-depth review reports 

The Thesis considers two case studies to analyse the conditions for the 

development of fintech in different EU member states. The examination of 

France and Italy's performance demonstrates the significant challenges and the 

complexities of harmonizing policies and strategies faced by the EU member 

states (Bandola-Gill et al., 2022). The analysis reveals that the regional 

disparities existing within national economies present a multifaceted set of 

challenges for various sectors of economies including fintech. As fintech plays 

an increasingly crucial role in transforming financial services, these regional 

discrepancies can influence not only the strategies and preferences of fintech 

suppliers but also the financial behaviour and access to services for end 

customers across different regions (Lavrinenko et al., 2023). Embracing 

innovative solutions and fostering cooperation among member states will be vital 

in achieving the objectives of financial inclusion and stability. 

 

The Doctoral Thesis research question – 2. Does the EU provide the 

homogenous conditions – economic policy, regulations, supervision, legislation 
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– for fintech development across all countries? – answered. As the result of the 

case study 1 and case study 2 and assessment of the globalisation impact on 

fintech it was defined that EU does not provide the homogenous conditions to 

fintech.  
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3 Fintech financial governance based on KRIs 

typical for EU 

3.1 Fintech operations in smart city: Regional economic aspect 

This section of the Thesis is devoted to the connection between financial 

metrics and compliance risks in the sharing economy (Cernisevs & Popova, 

2023). The integration of fintech in smart cities is examined as a convincing 

example of regional economy. Fintech continues to expand its presence in smart 

cities and impacts regional economies significantly; technological financial 

innovation can drive urban development at a regional level. 

The introduction of Industry 4.0 is not only transforming production 

methods but also raising questions about the characteristics of products, 

especially if distributed ledger technology is integrated into their production 

(Mayer et al., 2021). Formalisation is very important for the development of 

digital products and services, and it is necessary to issue crypto assets in order to 

begin the production of crypto-asset-based products (Pesch et al., 2021). 

Balancing formalisation with innovation is critical, as the disruptive potential of 

implementing crypto assets poses challenges to traditional currencies and 

established businesses (Mäntymäki et al., 2020). To address these gaps, 

the Thesis defines the sequence of accounting events related to crypto asset 

issuance, classifying it as part of the manufacturing process. Practically, it 

contributes to the procedural regulation of the accounting events related to crypto 

asset issuance within the EU. ICO is considered as a manufacturing process 

within Industry 4.0 and role smart cities in crypto asset issuance is examined. 

The appearance of digitalisation in the economy redefined the product 

composition, introducing non-digital, digital, and crypto-assets components 

(Cernisevs & Popova, 2023). While digital manufacturing has been extensively 

studied (Paritala et al., 2017; Vaidya et al., 2018; Alcácer & Cruz-Machado, 

2019; Suleiman et al., 2022), more attention should be given to the 
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manufacturing and distributing of fully digital and crypto-assets-based products. 

This study examines challenges arising from crypto assets' conflicting definitions 

in ICOs. The study classifies ICOs as manufacturing processes within Industry 

4.0, exploring their potential impact on traditional manufacturing and the smart 

city ecosystem. The classification of crypto assets into utility tokens, asset-based 

tokens, and payment tokens forms an ecosystem within the smart city. Digital 

supply chains are the fundamental component of digital manufacturing, where 

the distinction between manufacturers and consumers is blurred, and the 

participants of smart city are referred to as smart users. 

The adoption of IFRS for fintech accounting is obligatory in the EU, 

ensuring consistency and transparency in financial statements of financial 

institutions (Cualain & Tawiah, 2023). The case study of Rome as a smart city 

assessed its development through projects and smart KPIs, which were selected 

based on digitisation levels and compatibility with crypto-assets-based products. 

Practical formulas for financial institutions issuing crypto assets were developed 

based on costs and income functions (Cernisevs & Popova, 2023).  

Expanding the traditional concept of a product to include three elements 

– digital, non-digital, and crypto-assets-related components –, fundamentally 

transforms the way of risk management. 

 

The Doctoral Thesis research question – 4. Does the new approach to 

digital product manufacturing with regional economic aspects affect the risk 

environment of fintech company? – answered. The research question was 

answered positively – The new approach to digital product manufacturing 

involves the risk environment of a fintech company. 
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3.2 Sharing of financial services in EU economy 

This section of Thesis is devoted to the assessment of feasibility and 

financial costs of integrating fintech into smart city systemto to improve KPIs 

and to promote the sharing economy (Popova & Cernisevs, 2023). The study 

emphasises the significance of open banking as a key aspect of financial 

institutions involvement in the sharing economy. Based on (O’Leary et al., 2021) 

research focused on assessing data openness within open banking, the key 

elements that should be considered when evaluating a third-party's readiness for 

open banking.  

The study includes the analysis of sharing services in smart cities, with a 

specific focus on open banking services in Rome. The investigation reveals that 

open banking services significantly contribute to the implementation of the smart 

economy in smart cities. The open banking within the financial operations in 

smart city is based on special licensing types and special protocols. Account 

Information Service (AIS) is the license type for AIS providers, which allows 

access to the information of payment accounts. Payment Initiations Service 

(PIS), which allows to initiate payments from the customer’s accounts. The 

predictability of fixed costs makes integrating shared financial services 

economically viable within smart city. The study supports the hypoThesis that 

the issuance and distribution of digital financial products can be likened to 

manufacturing and marketing processes, respectively. The integration of digital 

financial products into sharing economy increases the complexity of their 

distribution. Inadequate risk management practices in this area can lead to 

systemic risks, market downturns, and criminal practices. The proper risk 

management, effective regulatory control, and consumer protection measures 

can ensure stability and integrity. 
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The Doctoral Thesis research question – 5. Does sharing economy 

create additional compliance and regulatory risks for fintech company?  – 

answered. Yes, the sharing economy creates other compliance and regulatory 

risks for fintech companies. 

3.3 KPIs and risk indicators  

The ECB, in its supervision newsletter of 15 February 2023 (Annex 1), 

highlighted certain concerns about KPIs in the financial industry. They pointed 

out that KPIs are not always transparent and clear, and focus too much on 

financial performance, neglecting risk and control. The supervisors also 

identified weaknesses in KPIs consistency with risks.  

For fintech a risk-based strategy effectiveness depends on understanding 

of the risks they face. 

The selection criteria for these companies ensured that they were 

registered in the EU, regulated or supervised by financial authorities, had risk 

professionals, and were involved in the payment business. Each identified risk 

represented a threat or a series of threats that could exploit the company's existing 

vulnerabilities. The data for the model's elements and indicators were collected 

through semi-structured interviews conducted with the five selected companies 

in 2017 and 2022. The survey conducted for risk assessment had several stages. 

The data collected during these phases were useful to understand the risk 

situation, vulnerabilities and potential threats faced by these companies, 

contributing to the development of an effective risk-based strategy. 

The risks were grouped in the following way: 

Governance risks – the risk that the company's rules, processes, and 

mechanisms function improperly. Governance risks relate to the directors' 

decisions (Schmid et al., 2011; Asante et al, 2014; Elderson, 2022). 
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Operational risks – the risk that the company experiences a loss due to 

inadequate or failed internal processes, people, systems, or external events 

(Wang et al., 2018; Kaddumi &Al-Kilani, 2022; Cristea, 2021; Cole et al., 2001). 

Human resources risks – the risks that human resources pose on the 

company's operations (Ibrahim & Melhem, 2016; Boon et al., 2019; Stahl et al., 

2020).  

Health and safety risks – the risk that the company may be subjected to a 

health and safety hazard in a specific workplace (Silva & Navarro, 2012; Lai et 

al., 2020; Mustard & Yanar, 2023).  

Financial risks – the risk that a company may face the possibility of losing 

money on an investment or business project (Syed & Bawazir, 2021; Zhang, 

2022).  

Cyber risks – this risk includes hardware and software failures, spam, 

viruses, malicious attacks, and other ICT matters (Scarlat et al., 2011; Khan & 

Malaika, 2021; Varga et al., 2021). 

Capital adequacy risks refer to the risks associated with the firm's capital 

position, focusing on the sufficiency of capital to support existing and future 

business activities and the accessibility of additional capital if required. (Dangl 

& Lehar, 2004; Décamps et al., 2004; Petersen & Mukuddem-Petersen, 2005; 

Bosch et al., 2008; Fouche et al., 2008) developed continuous-time models to 

address optimal control problems related to portfolio choice and capital 

requirements. These studies aim to find solutions to ensure banks' optimal risk 

management in a stochastic dynamic setting. Specifically, they seek to minimize 

market risk and capital adequacy risk, which involves ensuring the safety of the 

assets and stability of capital sources. (Baker & Wurgler, 2015; Giudici, 2018; 

Nguyen et al., 2019; Jain et al., 2023) consider capital adequacy risk, which 

relates not only to the capital adequacy ratio but also to the risks associated with 

a firm's capital position. 
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Environmental/external risks – the risks arising from economic events 

that are out of the control of the company (Hummel et al., 2021; Torinelli & Silva 

Júnior, 2021; Tao et al., 2022). 

Law and regulation risks – the risk of financial, reputational or litigation 

damage to a company if it fails to monitor, control and prevent or significantly 

reduce regulatory compliance risk. Legal and regulatory risks reduce the risk of 

regulatory compliance (Laeven and Levine, 2009; Darolles, 2016; Mursalov, 

2021; Rastogi et al., 2022).  

Strategic risks – the risk of loss arising from bad business decisions that 

need to be better aligned to strategic goals, failed execution of policies and 

processes designed to meet those goals, and inability to respond to 

macroeconomic and industry dynamics. Strategic risks are also those risks 

associated with operating in a specific industry (Delkhosh & Mousavi, 2016; 

Dvorský et al., 2020; Kryvych & Goncharenko, 2020; Kunz & Heitz, 2021). 

Financial crime risks – the risks arising from failing to prevent financial 

crime, money laundering, and market abuse (Europarlament, 2018; Al-Suwaidi 

& Nobanee, 2020; Faccia et al., 2020). 

For each type of risk, every threat and vulnerability identified was 

carefully classified to determine its relevance and relationship with the specific 

risk. This process aimed to determine whether each threat and vulnerability was 

directly related to the particular risk.  

Five companies were selected (Cernisevs et al., 2023a): 

• Credit Institution in Latvia 

• Virtual Asset Management company in Finland 

• Virtual Asst Management company in Estonia 

• Fintech company in Latvia 

• Electronic Money Institution in Malta 
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The selected companies have the following features (Cernisevs et al., 

2023a): 

• The selected five fintechs represent three of four groups of fintech 

(Cernisevs et al., 2023a): – financial fintech, payment fintech, and asset 

management fintech. The fintechs of the fourth existing type do not deal 

with payments and, consequently, are beyond the scope of this study. 

Therefore, all areas of fintech functioning according to the set goal are 

represented in the study.  

• All companies are supervised as credit institutions, electronic money 

institutions, virtual assets management institutions, and PIS providers. Two 

of them have been passported to provide services in all EU countries. 

Therefore, the sample is representative (Popova & Cernisevs, 2023). 

The information obtained through the semi-structured interviews formed 

the basis for developing the risk assessment models.  

Each participant company was separately assessed by the impact of 217 

threats; the likelihood of 217 threats; the impact of 78 vulnerabilities; the 

likelihood of the 78 vulnerabilities  

Five types of financial institutions were interviewed to select the model’s 

components and indicators. Totally there were defined 217 threats and 78 

vulnerabilities. Each threat and vulnerability were described by the value of its 

impact and likelihood. Overall each model was built on 

(217 × 2 +78 × 2) × 5 = 2950 indicator values (Cernisevs et al., 2023a). 

The results of the survey allowed the development of a dynamic risk 

assessment models that effectively illustrated the risks specific to fintech 

companies in the EU. Through interviews with five companies, different threats 

and vulnerabilities were identified, ranked and analysed to show their 

interactions. Probability and impact of these risks were calculated by averaging 

likelihood and impact, providing a comprehensive evaluation of severity. The 
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models considered multiple threats and vulnerabilities for a single risk, offering 

a holistic view of the interconnected risk. 

3.4 Internal processes KPIs of the EU fintech based on KRIs  

The Thesis is dedicated to investigating the interaction of manufacturing 

and distribution risks in financial digital products and their impact on the 

financial performance of institutions (Cernisevs et al., 2023). The main focus is 

the importance of efficient risks managing and mitigating in manufacturing and 

distribution processes of financial digital products. 

To confirm Hypotheses 1 and 2, there were developed two models that 

assess the relationship between various types of financial institution risks and 

important KPIs of financial management, such as financial and capital adequacy 

risks. The first model focuses on evaluating the relationship between internal 

operational risks of a financial institution and the corresponding financial 

management KPIs. 

In conducting the simultaneous analysis of multiple statistical 

relationships, the partial least squares structural equation modelling (PLS-SEM) 

was employed (Chin et al., 2020; Dash & Paul, 2021; Hair et al., 2021). The 

choice of PLS-SEM method was based on its effectiveness in handling any data 

samples, making it suitable for exploratory research and not requiring data to 

follow a normal distribution (Popova & Popovs, 2022; Popova & Zagulova, 

2022).  

The risk groups were determined based on their potential impact. 

Considering that these risk groups encompass both internal and external 

processes, the following risk groups chosen for modelling: governance risk; 

cyber risk; operational risk; financial crime risk; human resources risk 

The first set of hypotheses (H1–H5) relates to financial risk: 

H1: Governance Risk directly affects company KPI. 

H2: ICT Risk directly affects company KPI. 



 

35 

H3: Operational Risk directly affects company KPI. 

H4: Financial Crime Risk directly affects company KPI. 

H5: Human Resource Risk directly affects company KPI. 

The second set of hypotheses (H6-H10) relates to capital adequacy risk: 

H6: Governance Risk directly affects company KPI. 

H7: ICT Risk directly affects company KPI. 

H8: Operational Risk directly affects company KPI. 

H9: Financial Crime Risk directly affects company KPI. 

H10: Human Resource Risk directly affects company KPI. 

Using own methodology, the author calculated the average risk associated 

with each respondent of semi-structured interviews for each risk group. These 

outcomes served as the data source for the subsequent PLS-SEM modelling. The 

use of standardised criteria and data from multiple companies allowed risk 

assessment in the payments industry. 

PLS-SEM analysis in SmartPLS was conducted comprising three stages 

aimed at evaluating the model quality: 

• Outer Indicators Validation: the loadings of indicator of the identified 

constructs and assessment of the model's reliability and validity. 

• Inner (Structural) Model Evaluation: the relationships between the 

different groups in the model were assessed. 

• Overall Model Evaluation: the standard path analysis was applied. 

• The model's validity, reliability, and accuracy were assessed. They satisfy 

all the requirements. 

The resulting model was built based on the established relationships 

derived from the hypotheses. In the exploratory study, indicators of latent 

variables with loadings greater than 0.60 were initially selected, as this threshold 

is considered appropriate. All latent variable values exceeding 0.60 were 

included in the model. 
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The construct validity metrics of the outer model, such as composite 

reliability (CR) and average variance extracted (AVE), were within the required 

limits. Each construct demonstrated high dependability and internal consistency. 

The composite reliability was > 0.984, and the average variance extracted was 

> 0.942, indicating that the selected variables accurately represented the latent 

constructs intended for measurement. To assess multicollinearity, VIF values are 

examined, and ideally should not exceed 3.3 (Petter et al., 2007; Hair et al., 2010; 

Hair et al, 2011). In this model the highest VIF value was 2.665 (see Figure 3.1). 

Figure Error! No text of specified style in document..1  Operational risks 

model for internal processes  

Source: generated by the author (Cernisevs et al., 2023a)  

The inner model evaluates the relationships between constructs using 

three key metrics: the coefficient of determination (R2), standardised path 

coefficients (β), and impact size (f2). The study was done in seven iterations, 

which is within the permitted limit (Hair et al, 2011). 

Of particular interest were the R2 values for the constructs "Capital 

adequacy risk" and "Financial risk," as they are the target variables of the model. 

The results indicated that approximately 61.5 % of the other risks significantly 

impact the capital adequacy risk, while 32.0 % of the other risks significantly 

influence the financial risk. These R2 values are relatively high, suggesting that 

the research successfully identified the key factors influencing financial and 
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capital adequacy for fintech companies and potentially for businesses of similar 

size and infrastructure. 

Out of the ten hypotheses studied, only five were confirmed, indicating 

that there are specific relationships between risks and other factors. In particular, 

governance risk was found to have the most significant effect on capital adequacy 

risk (β = 0.742), while cyber risk had the smallest impact (β = 0.119) 

(See Table 3.1). 

Table 3.1 

Result of hypotheses testing 

 Hypotheses  Result of Checking  

H1 AML Risk - > Capital adequacy Confirmed 

H2 AML Risk - > Finance Not Confirmed 

H3 Cyber risk - > Capital adequacy Confirmed 

H4 Cyber risk - > Finance Not Confirmed 

H5 Governance risk - > Capital adequacy Confirmed 

H6 Governance risk - > Finance Confirmed 

H7 Operational risk -> Capital adequacy Not Confirmed 

H8 Operational risk - > Finance Confirmed 

H9 Staff risk - > Capital adequacy Not Confirmed 

H10 Staff risk - > Finance Not Confirmed 

Source: generated by the author based on SmartPLS 4.0 (Olegs Cernisevs, 

Yelena Popova and Dmitrijs Cernisevs, 2023)  

The Doctoral Thesis research question – 6. Do Key Risk Indicators of 

the Fintech determine Key Performance Indicators related to financial 

management? – answered. The current assessment confirms that risk indicators 

of the fintech have relationship with its KPIs. This fact prove that Key Risk 

Indicators determine Fintech’s KPIs. 

3.5 Fintech compliance with regional EU legislation: KPIs and 

KRIs  

Compliance is very important in the financial market, since regulations, 

policies and legislation must be followed to ensure compliance with industry 

regulations (Cernisevs et al., 2023b). Human resource management in 
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compliance is also developing. Sustainable event planning became increasingly 

popular to reduce environmental impact. Strategic planning integrates 

compliance into a financial institution's forecasting and considers the necessary 

compliance resources (Boon et al., 2019; Jatobá et al., 2019; Garengo et al., 

2022).  

To analyse compliance-related processes, PLS-SEM analysis was 

applied. The reasons for using it are same as for internal processes analysis. The 

author used the same approach for performance indicators as for financial and 

capital adequacy risks. Consequently, other groups of risks were identified based 

on their potential impact. 

A set of hypotheses (H1–H5) was formulated to examine the direct impact 

of each risk group on company compliance-related KPIs. 

H1: Governance risk has a direct impact on company compliance-related KPI. 

H2: Health /safety risk has a direct impact on company compliance-related KPI. 

H3: Environmental/External risk has a direct impact on company compliance-

related KPI. 

H4: Legal/ Compliance risk has a direct impact on company compliance-related 

KPI  

H5: Strategic risk has a direct impact on company compliance-related KPI.  

Similarly, for risks of internal processes, another set of hypotheses  

(H6–H10) was designed to explore the direct effects of each risk group on 

company compliance-related KPIs specifically related to capital adequacy.  

H6: Governance risk has a direct impact on company compliance-related KPI. 

H7: Health /safety risk has a direct impact on company compliance-related KPI. 

H8: Environmental/External risk has a direct impact on company compliance-

related KPI 

H9: Legal/ Compliance risk has a direct impact on company compliance-related 

KPI. 
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H10: Strategic risk has a direct impact on company compliance-related KPI. 

The list of threats and vulnerabilities applicable to all companies 

described in the section devoted to the conducted survey was created. 

The same procedure of the model estimation described above was applied 

All latent variable loading values exceeding 0.60 were included in the 

model (See Figure 3.2).  

 

Figure Error! No text of specified style in document..2  Compliance-related 

risks model 

Source: generated by the author (Cernisevs et al., 2023b)  

All outer model's quality indicators, including composite reliability (CR) 

and average variance extracted (AVE), meet the required thresholds. Each 

construct showed high levels of reliability and internal consistency. The average 

variance extracted was > 1.007, and the composite reliability was > 0.992, 

indicating that the variables accurately represented the latent constructs intended 

for measurement. The highest VIF value observed was 2.685. The study was 

completed in seven out of ten allowed iterations (Hair et al., 2017; Chin et al., 

2020). 

The latent variables of the model demonstrated that approximately 66.7 % 

of the other types of risk affect the capital adequacy risk, while 36.9 % of the 

other types of risk affect the financial risk. These relatively high R2 values 

indicate that the key factors influencing the target variables of the model were 

identified successfully, namely capital adequacy risk and financial risk. 
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Regarding the precise relationship between risks and other factors, only 

five out of ten hypotheses were confirmed. The study revealed that 

environmental risk has the least effect (β = 0.574), whereas strategy risk has the 

most significant impact on financial risk (β = 0.074). 

The investigation into the relationship between internal process risks and 

KPIs indicates that staff risk does not correlate with finance and capital 

sufficiency risk (Cernisevs et al., 2023b). However, the study of compliance-

related KRIs reveals that adherence to worker health and safety standards is 

correlated with capital adequacy and financial risk. Compliance with legal 

requirements for employee working conditions falls under the within the scope 

of human resource management, thereby influencing company KPIs. 

This study demonstrates a clear connection between KPIs and KRIs in 

compliance area. The research reveals correlations between each risk factor in 

the model and financial or capital adequacy risks. Compliance-related risks 

account for 66.7 % of capital adequacy risks and 36.9 % of financial risks. This 

study identifies key variables influencing various risk types that impact financial 

and capital adequacy risks.  

HypoThesis 1 of the Doctoral Thesis  Key Performance 

Indicators (KPI) based on the Key Risk Indicators (KRI) 

can be used by the financial governance of Financial 

Institutions across the European region. - CONFIRMED 

HypoThesis 2 of the Doctoral Thesis The European 

Financial Institutions of different types can use the same 

KPIs in their financial governance. - CONFIRMED 
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Conclusions 

On the basis of the study results the following conclusions were done: 

1. The systematic literature review demonstrated that the topic of KPIs 

formation for financial institutions is not covered sufficiently in the 

scientific publications. The issues of cybersecurity and liquidity referring to 

risks are discussed, but they do not focus on selecting KPIs based on these 

risks. The Thesis proves that the traditional KPIs for measuring financial 

success, for example, ROE, can be used for fintech, but they do not cover 

the needs of fintech. The research offers the way of choosing the risk 

indicators suitable for the financial institution on the basis of Delphi survey 

results. The selected risk indicators become the basis for developing the 

KPIs. The offered statistical model allows checking the relevance of the 

chosen risks for this institution.   

2. The author developed the detailed classification of types of fintech and 

segmentation of the digital products in accordance with the type of fintech, 

which can be used by the financial institutions, producing the digital 

products. The analysis of fintech licensing can support the producers of 

digital products and decrease the compliance-related risks. 

3. The author has developed the taxonomy of digital products. It allows 

connecting the production of various digital products and facilitating the 

activities of financial institutions. 

4. The author provided a legal classification for electronic money and crypto 

assets, as well as a life-cycle classification based on the EU regulations, 

important for issuing these assets. A token classification algorithm was also 

developed.  

5. The author suggests the pricing strategies for the digital products. These 

strategies are based on the EU regulatory acts and Fama’s theory. The risks 

inherent in the price formation methods were identified and analysed. 
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6. The factors of regional dimension which affect the fintech operations were 

identified. It is shown that the traditional resource theories are not applicable 

for the operations with digital products. Information and telecommunication 

development are the key factors for the digital economy. 

7. The implementation of the EU regional policy at the EU member states level 

create different conditions for functioning of the financial institutions and 

can impact their functioning not only via regional policy, but also via 

legislative acts and national regulation. Therefore, the financial institution 

can choose the location within the EU, where the conditions are especially 

favourable for the operations of the exact financial institution. 

8. The author analyses the requirements of the ECB to the financial institutions 

to select the KPIs on the basis of risk indicators and offers the ways how 

they can adopt these requirements for the operations of fintech in the EU. 

9. The Thesis demonstrates the life-cycle and stages of producing of the digital 

assets in the EU, which determine their associated risks. It is simultaneously 

proven that digital assets production should be reflected in inventories but 

not in capital section in financial reporting, which contradicts the numerous 

scientific publications but supported by the approach of IFRS. This fact 

changes not only accounting practices of the EU financial institutions but 

also allows them to change the financial governance including risk 

management. 

10. The author proves that fintech is one of the most important factors of smart 

city development. The Thesis demonstrates that smart city authorities can 

actively use fintech for providing the financial services with the division of 

costs on the basis of the offered costs function; it is shown that smart city 

administration can efficiently use the operations of fintech for the city 

development. 
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11. The distribution of costs between financial institutions and smart city 

administration allows implementation of shared financial services in smart 

city. The developed cost functions can facilitate introduction of financial 

products in smart city. However, these operations also produce specific 

compliance and regulatory risks, which were identified. 

12. The survey of experts in risk management of financial institutions using 

Delphi method allowed identifying the specific risk indicators for financial 

institutions relating financial stability and capital adequacy risks in internal 

and compliance-related processes. The criteria for their assessment were 

developed. The identified risks evaluated in accordance with the developed 

criteria and were included in the data sets, used for constructing the 

statistical models. The identified risks were used as latent variables in the 

developed statistical models. 

13. Two statistical models were developed with application of PLS-SEM 

method for internal and compliance-related processes. The models 

examined the relationship between KPIs and KRIs in the fintech industry. 

The significant dependence between the majority of internal operational 

risks and financial/capital adequacy risk were determined.  All of the 

analysed risks except staff risk show the relationships with financial results; 

however, staff risk, as well as other risks, is significant for compliance-

related processes.  

14. The quality of the developed models was estimated in accordance with the 

world-accepted methodology for estimating SEM. The quality of models is 

high. As a result, the Hypotheses of the Thesis are supported. HypoThesis 1 

was confirmed through internal models’ analysis, showing the links between 

financial metrics and risk categories. The development of accurate and 

relevant KPIs on the basis of KRIs improves financial governance of 

financial institutions and financial stability across Europe. HypoThesis 2 
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was confirmed by the analysis of outer models’ indicators, where the 

indicator loadings for latent variables show minimal variation, despite 

representing different types of financial institutions. The proximity in values 

suggests that these different institutions may employ similar KPIs for 

evaluating performance.  

15. The recommendations for the financial institutions, regulatory bodies at the 

EU level (European Commission, the ECB and European supervisors) and 

at national level (National/Central banks and national supervisors) were 

developed. The recommendations relate only to the function of supervision 

of financial institutions. This function is implemented by all the above-

mentioned bodies, and the recommendations were developed to all of them 

as supervisors. 
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Recommendations  

On the basis of provided study the following recommendations for fintech 

and for regulatory and supervising authorities were formulated. 

For the financial management of financial institutions 

operating in EU  

1. Implement a Dual Indicator System. Financial institutions should adopt a 

dual indicator system that incorporates both Key Risk Indicators (KRIs) and 

Key Performance Indicators (KPIs) to ensure a comprehensive performance 

measurement that aligns with company objectives and complies with all 

legal regulations. 

2. Adopt the Statistical KPI Selection Models. Utilise the tailored statistical 

models to analyse KPIs and risk factor correlations, allowing for precise 

determination of crucial relationships for each financial institution based on 

its unique operations, regional presence, goals, and risk profiles. 

3. Prioritise High-Risk Indicators. Establish a process for identifying high-risk 

indicators relevant to the business and prioritise these as KPIs. These risk-

based KPIs should be equally important to traditional performance metrics 

in strategic decision-making. 

4. Regularly Update KPIs. Schedule consistent evaluations of KPIs relevance 

to adapt to evolving conditions within the digital finance sector, ensuring 

that metrics remain aligned with current business and regulatory landscapes. 

5. Enhance Risk Prediction Processes. When assessing potential risks, include 

considerations of average risk probabilities prevalent in the wider market, 

not solely based on the institution's past negative experiences, to form a more 

comprehensive risk assessment. 

6. Optimise KPI Reporting Mechanisms. Develop an in-depth reporting 

framework for communicating KPIs and risk factors to all stakeholders, such 
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as investors, board members, regulatory bodies, and employees, enhancing 

transparency and accountability. 

7. Expand Training and Knowledge Sharing. Offer dedicated training for 

management and employees to deepen their understanding of the interplay 

between KPIs and KRIs, fostering a culture of informed risk management 

and performance assessment. 

8. Conduct Regular Benchmarking. Perform regular benchmarking against 

industry standards to pinpoint areas of improvement, stay abreast of market 

developments, and proactively adjust strategic directions. 

9. Invest in KPI Tracking Technology. Allocate resources to advanced 

technological systems that enable sophisticated tracking, analysis, and 

reporting of KPIs, thereby elevating decision-making processes and 

strategic planning capabilities. 

10. Systematise Feedback Loops for KPI and KRI Analysis. Establish a 

structured feedback system that periodically reviews the dynamics between 

the company’s KRIs and KPIs, facilitating continuous improvement and 

strategic refinement. 

For EU financial regulators and lawmakers (ECB, 

European Commission and European Supervisors) 

1. Publish Integrated KPI and KRI Guidelines. Issue comprehensive 

guidelines that detail the incorporation of Key Performance Indicators 

(KPIs) with Key Risk Indicators (KRIs), ensuring that both are given equal 

importance in the performance assessments of fintech entities. 

2. Mandate KPI and KRI Disclosure. Amend financial reporting regulations to 

mandate the disclosure of both KPIs and KRIs, offering a clearer 

understanding of the risk profile and performance metrics of fintech 

companies. 
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3. Develop Standardised Risk-Performance Metrics. Initiate the creation of a 

standardised set of risk-performance metrics, drawing on the results of 

recent studies to ensure industry-wide applicability and comparability. 

4. Encourage Risk-Based Performance Measurement. Promote policies that 

incentivise fintech firms to develop financial KPIs that reflect their specific 

operational risks, encouraging more tailored risk management practices. 

5. Support Cross-Sector KPI and KRI Model Development. Foster 

collaboration across fintech firms, traditional financial institutions, 

academia, and regulatory bodies to tailor KPI and KRI models to each 

financial entity’s needs. 

6. Advocate for RegTech Adoption. Encourage the implementation of 

Regulatory Technology (RegTech) to enhance the accuracy and efficiency 

of KPI and KRI management, tracking, and reporting, thereby improving 

regulatory oversight. 

7. Institute Periodic Industry Reviews. Schedule regular industry assessments 

to ensure KPIs remain aligned with the evolving risk landscape of the fintech 

sector. 

8. Monitor KPI and KRI Evolution. Continuously monitor fintech industry KPI 

and KRI changes to adjust regulatory requirements accordingly, maintaining 

their effectiveness and relevance. 

9. Create Adaptive Regulatory Frameworks. Establish dynamic regulatory 

frameworks capable of quick adaptation to changes in fintech, ensuring KPIs 

and KRIs are updated in response to emerging risks. 

10. Offer KPI and KRI Integration Training. Develop training programs for 

fintech professionals on creating and implementing an integrated approach 

to selecting and utilizing KPIs and KRIs. This could involve specific 

modules or certifications, potentially in collaboration with European 

financial educational institutions. 
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In implementing these recommendations, policymakers should consider 

revising key legislative documents such as the Markets in Financial Instruments 

Directive (MiFID II), the Capital Requirements Regulation (CRR), and the 

Payment Services Directive (PSD2), to incorporate the necessary provisions for 

KPI and KRI integration and reporting. Additionally, white papers and best 

practices manuals could be developed to guide the industry in these new 

standards. 

For national financial regulators (National (Central) 

Banks and National Supervisors) 

1. Institutionalise Risk-Based Performance Metrics. National (Central) Banks 

and National Supervisors should promote the integration of KRIs into the 

performance metrics (KPIs) for domestic financial institutions. This could 

involve drafting and adopting new regulations or amendments to existing 

financial oversight frameworks that require financial institutions to adopt 

KPIs that reflect their risk exposure. 

2. Develop National KPI Training Programs. Organise and facilitate training 

programs tailored to the national context for financial institutions, focusing 

on the adoption of an integrated risk-based approach to KPI selection. This 

training could be made a part of mandatory continuing professional 

development for finance professionals and could involve the creation of 

detailed instructional materials, online courses, or workshops. 

3. Harmonise Implementation Strategies. Establish a uniform set of 

implementation strategies for risk-based performance metrics that align with 

those recommended by EU-level regulators. This would require the creation 

or update of national regulatory guidelines, potentially including a national 

version of the EU's guidelines. These guidelines would ensure consistency 

in the application of the integrated KPI and KRI approach across all member 

states. 
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To facilitate these recommendations, it would be prudent for national 

authorities to review and revise national financial oversight acts and guidelines. 

They might consider producing a national handbook or circular that translates 

EU-level recommendations into the specific legal and regulatory context of their 

country. Additionally, they should ensure that these national documents are in 

harmony with EU directives like the Fourth Anti-Money Laundering Directive 

or the Digital Finance Strategy for the EU, thereby ensuring a cohesive 

regulatory environment across both national and European landscapes. 

For Smart City’s administration 

1. AIS and PIS Integration for Smart Economies: 

1.1. Smart cities should actively pursue the integration of Account Information 

Services (AIS) and Payment Initiation Services (PIS) into their financial 

frameworks. This should include creating secure digital infrastructure to 

support these services, which will improve payment efficiencies for 

residents and businesses. 

1.2. Develop a strategic plan of the smart city, outlining the steps for integration, 

such as partnering with fintech firms, ensuring data protection, and setting 

clear benchmarks for success. 

1.3. Conduct pilot programs in select districts or sectors to measure the impact 

of AIS and PIS on the local economy and mobility, adjusting the approach 

as necessary before a wider rollout. 

2. Strategic KPI Assessment for Shared Financial Services: 

2.1. Establish a task force to conduct a comprehensive analysis of how shared 

financial services can enhance the performance of the city’s economy and 

mobility sectors. 

2.2. Update existing Smart City KPI frameworks to include metrics that 

specifically measure the impact of shared financial services. These metrics 
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should assess improvements in transaction times, cost savings for the city 

administration and users, and user satisfaction levels. 

2.3. Document best practices and lessons learned from other smart cities that 

have successfully implemented shared financial services, and adapt these 

insights to the local context. 

3. Engaging entities under PSD2: 

3.1. Smart cities should create a policy framework that encourages collaboration 

with entities under PSD2 directive to broaden the financial service offerings 

within the city. 

3.2. Initiate a regulatory sandbox that allows entities to test innovative financial 

solutions in a controlled environment, ensuring these services meet 

regulatory standards and address the needs of the city. 

3.3. Set up a Smart City fintech hub that serves as an incubator for entities 

collaborations, offering support and resources for the development of 

tailored AIS and PIS solutions for residents and businesses. 

To implement these recommendations, Smart Cities governance should 

develop the detailed guidelines and action plans that outline the phased 

integration of AIS and PIS, identify clear objectives and milestones for shared 

financial services, and create a supportive environment for entities. These 

documents should align with the broader strategic goals of the smart city and 

include collaboration frameworks, data privacy and security protocols, and an 

evaluation mechanism to track progress and impact. 



 

51 

List of publications, reports on the topic of the Thesis 

Publications: 

1. Cernisevs, O. (2021). Analysis of the factors influencing the formation of the 

transaction price in the blockchain. Financial and credit systems: prospects for 

development. 3(3), 36–47. https://doi.org/10.26565/2786-4995-2021-3-04 

[COPERNICUS] 

2. Cernisevs, O., Surmach, A., & Buka, S. (2022). View More Analysis of Aspects of 

the Regional Economy in the Digital Economy, Using the Example of Financial 

Services. Review of Economics and Finance. 20(1), 203–207. 

https://doi.org/10.55365/1923.x2022.20.24 [SCOPUS Q4] 

3. Cernisevs, O, & Popova, Y. (2022). Smart City: Sharing of Financial Services. Social 

Sciences. 12(1), 8. https://doi.org/10.3390/socsci12010008 [SCOPUS Q1; Web of 

Science] 

4. Cernisevs, O., & Popova, Y. (2022). ICO as Crypto-Assets Manufacturing within a 

Smart City. Smart Cities. 6(1), 40-56. https://doi.org/10.3390/smartcities6010003 

[SCOPUS Q1; Web of Science] 

5. Cernisevs, O., Popova, Y., & Cernisevs, D. (2023, June). Risk-Based Approach for 

Selecting Company Key Performance Indicators in an Example of Financial 

Services. In Informatics (Vol. 10, No. 2, p. 54). MDPI. 

https://doi.org/10.3390/informatics10020054 [SCOPUS Q1; Web of Science] 

6. Cernisevs, O., Popova, Y., & Cernisevs, D. (2023). Business KPIs Based on 

Compliance Risk Estimation. Journal of Tourism and Services. 14(27), 222–248. 

https://doi.org/10.29036/jots.v14i27.636 [SCOPUS Q1; Web of Science] 

7. Cernisevs, O., Popovs, S. Financial Institutions Sustainable Growth: Delivering 

Green Fintech Solutions to Smart City Stakeholders. Cities (Elsevier), The 

International Journal of Urban Policy and Planning [SCOPUS Q1, Web of Science] 

Article will be published in year 2024. 

8. Cernisevs, O. KPI Selection for Fintech Companies: A Systematic Review of 

Literature. American Research Journal of Humanities Social Science (ARJHSS). 

7(1), 50–63.  https://www.arjhss.com/wp-content/uploads/2024/01/D715063.pdf 

[COPERNICUS] 

Reports and theses at international congresses and 

conferences: 

1. Cernisevs, O., Zvirgzdina, R., Skadina, H., Linina, I. 2019. How to Define the 

Current Price of The Cryptocurrencies by Crypto Exchange? IBIMA 13–14 

November 2019, Madrid, Spain. 1646–1653. [Web of Science] 



 

52 

2. Cernisevs, O. 2021. Crypto Compliance: Adopting a Risk-based Approach to Crypto 

assets exchange within Crypto currency exchange company licensed in EU, IBIMA 

23–24 November 2021, Seville, Spain. 6573–6584 

3. Cernisevs, O. 2021. Agile approach in modern banking and financial system 

regulation, RaTSiF-2021 3 December 2021, Riga, Latvia: Transport and 

Telecommunication Institute  

4. Cernisevs, O. 2021 Regtech – the answer for the Financial regulatory challenges. 

10th International Research-to-Practice Conference “Society Transformations in 

Social and Human Sciences”. 11–12 December 2021, Riga, Latvia: Baltic 

International Academy. 

5. Cernisevs, O., Zemcova, A., Sannikova, L., Danileiko, D. 2022. Globalization and 

cross-industrial risks framework. XII International Scientific Conference “Time of 

challenges and opportunities: challenges, solutions, perspectives” 13–14 May 2022, 

Riga, Latvia: Baltic International Academy. 

6. Cernisevs, O. 2022. Initial Coin Offering assessment analysing accounting approach 

in EEA Round Table Program on the theme of: “European Union (EU) for Smart 

and Sustainable Growth. European Union for Georgia” Dedicated to the 90th 

anniversary of the University, 11 July 2022, Tbilisi, Georgia: Sokhumi State 

University. 

7. Cernisevs, O. 2022. Crypto-Assets. Smart City Production in the Form of an Initial 

Coin Offering. 8th International Scientific Symposium “Economics, Business & 

Finance” 26–30 July 2022, Jurmala, Latvia. 

8. Cernisevs, O. 2022 Financial Sector as a Source of Sharing Services Smart City 

8th International Scientific Symposium “Economics, Business & Finance”  

26–30 July 2022, Jurmala, Latvia. 

9. Cernisevs, O. 2022. Aspects of Digital Manufacturing for Smart city RelStat-2022 

October 19–22, 2022, Riga, Latvia: Transport and Telecommunication Institute 

10. Cernisevs, O. 2023 Industry 4.0 and Fintech Financial Governance Actualities VIII 

International Scientific-Practical Conference October 19–20, 2023, Edmonton, 

Canada  

11. Cernisevs, O., Popovs, S. 2023 Smart city Green fintech: impact of the EU policies 

on Sustainable Urban Development and Financial innovations VI Iberoamerican 

Congress on Smart Cities November 13–17, 2023, Mexico City and Cuernavaca  

12. Cernisevs, O. 2023. Divergent Paradigms of Capital Adequacy: A Comparative 

Theoretical Analysis between Banks and Non-Bank Financial Institutions 

IX International Scientific and Practical Conference “Quality management: 

research and solutions” Dallas, USA, November 22–24, 2023 

 

 



 

53 

References 

1. Agarwal, S., & Zhang, J. (2020). FinTech, lending and payment innovation: A 

review. Asia‐Pacific Journal of Financial Studies, 49(3), 353-367. 

https://doi.org/10.1111/ajfs.12294. 

2. Ahern, D. (2021). Regulatory lag, regulatory friction and regulatory transition as 

FinTech disenablers: calibrating an EU response to the regulatory sandbox 

phenomenon. European Business Organization Law Review, 22(3), 395-432. 

https://doi.org/10.1007/s40804-021-00217-z. 

3. Alcácer, V., & Cruz-Machado, V. (2019). Scanning the industry 4.0: A literature 

review on technologies for manufacturing systems. Engineering science and 

technology, an international journal, 22(3), 899-919. 

https://doi.org/10.1016/J.JESTCH.2019.01.006. 

4. Al-Suwaidi, N. A., & Nobanee, H. (2021). Anti-money laundering and anti-

terrorism financing: a survey of the existing literature and a future research 

agenda. Journal of Money Laundering Control, 24(2), 396-426. 

https://doi.org/10.1108/JMLC-03-2020-0029. 

5. Alvarenga, A., Matos, F., Godina, R., & CO Matias, J. (2020). Digital 

transformation and knowledge management in the public 

sector. Sustainability, 12(14), 5824. https://doi.org/10.3390/su12145824. 

6. Ardito, L., Petruzzelli, A. M., Panniello, U., & Garavelli, A. C. (2019). Towards 

Industry 4.0: Mapping digital technologies for supply chain management-marketing 

integration. Business process management journal, 25(2), 323-

346.https://doi.org/10.1108/BPMJ-04-2017-0088. 

7. Armstrong, P. (2016). Financial Technology: The Regulatory Tipping Points. 

FMA’s FinTech Conference, ESMA, Liechtenstein. 

8. Asante, K., Owen, R. and Williamson, G. (2014) ‘Governance of new product 

develo Asante, K., Owen, R., & Williamson, G. (2014). Governance of new product 

development and perceptions of responsible innovation in the financial sector: 

insights from an ethnographic case study. Journal of Responsible Innovation, 1(1), 

9-30. https://doi.org/10.1080/23299460.2014.882552. 

9. Athanassiou, P., & Mas-Guix, N. (2008). Electronic Money Institutions - Current 

Trends, Regulatory Issues and Future Prospects. SSRN Electronic Journal 

[Preprint]. https://doi.org/10.2139/ssrn.1000855. 

10. Baker, M., & Wurgler, J. (2015). Do Strict Capital Requirements Raise the Cost of 

Capital? Bank Regulation, Capital Structure, and the Low-Risk Anomaly. The 

American Economic Review, 105(5), 315–320. 

http://www.jstor.org/stable/43821900. 

  

https://doi.org/10.1111/ajfs.12294
https://doi.org/10.1007/s40804-021-00217-z
https://doi.org/10.1108/JMLC-03-2020-0029
https://doi.org/10.3390/su12145824
https://doi.org/10.1080/23299460.2014.882552
https://doi.org/10.2139/ssrn.1000855


 

54 

11. Bandola-Gill, J., Grek, S., & Tichenor, M. (2022). Harmonising Global Public 

Policy: Producing Global Standards, Local Data and Statistical Capacity 

Development. In Governing the Sustainable Development Goals: Quantification in 

Global Public Policy. 41–67. Cham: Springer International Publishing. 

https://doi.org/10.1007/978-3-031-03938-6_3. 

12. Barroso, M., & Laborda, J. (2022). Digital transformation and the emergence of the 

Fintech sector: Systematic literature review. Digital Business, 2(2), 100028. 

https://doi.org/10.1016/j.digbus.2022.100028 

13. Boon, C., Den Hartog, D.N., & Lepak, D.P. (2019). A Systematic Review of Human 

Resource Management Systems and Their Measurement. Journal of Management, 

45(6), 2498–2537. https://doi.org/10.1177/0149206318818718 

14. Bosch, T., Mukuddem-Petersen, J., Petersen, M. A., & Schoeman, I. (2008). 

Optimal auditing in the banking industry. Optimal Control Applications and 

Methods, 29(2), 127–158. https://doi.org/10.1002/oca.828. 

15. Boyer, J. (2021). Fintech, Business Ecosystem & Economic Development. 

Published in ResearchGate by the author  

16. Buchak, G., Matvos, G., Piskorski, T., & Seru, A. (2018). Fintech, regulatory 

arbitrage, and the rise of shadow banks. Journal of financial economics, 130(3), 

453-483. https://doi.org/10.1016/J.JFINECO.2018.03.011. 

17. Cernisevs, O., & Popova, Y. (2023). ICO as Crypto-Assets Manufacturing within a 

Smart City. Smart Cities, 6(1), 40–56. Available at: 

https://doi.org/10.3390/smartcities6010003. 

18. Cernisevs, O., Popova, Y., & Cernisevs, D. (2023a). Risk-based approach for 

selecting company Key performance indicator in an example of financial services. 

Informatics, 10(2). https://doi.org/10.3390/informatics10020054. 

19. Cernisevs, O., Popova, Y., & Cernisevs, D. (2023b). Business KPIs Based on 

Compliance Risk Estimation. Journal of Tourism and Services, 14(27), 222–248. 

Available at: https://doi.org/10.29036/jots.v14i27.636. 

20. Cernisevs, O., Popova, Y., & Cernisevs, D. (2023b). Business KPIs Based on 

Compliance Risk Estimation. Journal of Tourism and Services, 14(27), 222–248. 

Available at: https://doi.org/10.29036/jots.v14i27.636 

21. Cernisevs, O., Surmach, A., & Buka, S. (2022). Analysis of Aspects of the Regional 

Economy in the Digital Economy, Using the Example of Financial Services. Review 

of Economics and Finance, 20, 203–207. 

https://doi.org/10.55365/1923.x2022.20.24. 

22. Chin, W., Cheah, J. H., Liu, Y., Ting, H., Lim, X. J., & Cham, T. H. (2020). 

Demystifying the role of causal-predictive modeling using partial least squares 

structural equation modeling in information systems research. Industrial 

Management & Data Systems, 120(12), 2161-2209.https://doi.org/10.1108/IMDS-

10-2019-0529. 

https://doi.org/10.1177/0149206318818718
https://doi.org/10.1002/oca.828
https://doi.org/10.1016/J.JFINECO.2018.03.011
https://doi.org/10.3390/smartcities6010003
https://doi.org/10.3390/informatics10020054
https://doi.org/10.29036/jots.v14i27.636
https://doi.org/10.29036/jots.v14i27.636
https://doi.org/10.55365/1923.x2022.20.24


 

55 

23. Cole, R., Gressens, D., & Meuleman, J. (2001). Working Paper on the Regulatory 

Treatment of Operational Risk. Basel. Available at: 

https://www.bis.org/publ/bcbs_wp8.pdf (Accessed: 20 November 2022). 

24. Cristea, M.A. (2021). Operational Risk Management in Banking Activity. Journal 

of Eastern Europe Research in Business and Economics, 1–16. 

https://doi.org/10.5171/2021.969612. 

25. Cualain, G., & Tawiah, V. (2023). Review of IFRS consequences in Europe: An 

enforcement perspective. Cogent Business & Management, 10(1). 

https://doi.org/10.1080/23311975.2022.2148869. 

26. Da Silva, E. R., Shinohara, A. C., Nielsen, C. P., de Lima, E. P., & Angelis, J. 

(2020). Operating Digital Manufacturing in Industry 4.0: the role of advanced 

manufacturing technologies. Procedia CIRP, 93, 174–179. 

https://doi.org/10.1016/j.procir.2020.04.063. 

27. Dangl, T., & Lehar, A. (2004). Value-at-risk vs. building block regulation in 

banking. Journal of Financial Intermediation, Elsevier, vol. 13(2), 96–131. 

https://ideas.repec.org/a/eee/jfinin/v13y2004i2p96-131.html  

28. Darolles, S. (2016). The rise of fintechs and their regulation. Financial Stability 

Review, (20), 85–92. https://EconPapers.repec.org/RePEc:bfr:fisrev:2016:20:9. 

29. Dash, G., & Paul, J. (2021). CB-SEM vs PLS-SEM methods for research in social 

sciences and technology forecasting. Technological Forecasting and Social 

Change, 173, p. 121092. Available at: 

https://doi.org/10.1016/j.techfore.2021.121092. 

30. Décamps, J.P., Rochet, J., & Roger, B. (2004). The three pillars of Basel II: 

optimizing the mix. Journal of Financial Intermediation, 13(2), 132–155.  

31. Delkhosh, M., & Mousavi, H. (2016). Strategic Financial Management Review on 

the Financial Success of an Organization. Mediterranean Journal of Social Sciences 

[Preprint]. https://doi.org/10.5901/mjss.2016.v7n2s2p30 

32. Dhar, V., & Stein, R.M. (2016). FinTech Platforms and Strategy. SSRN Electronic 

Journal [Preprint]. https://doi.org/10.2139/ssrn.2892098. 

33. Dombrovskis V. (2019). The European Commission’s action plan on sustainable 

finance: promoting a sustainable future in the European Union and beyond, 

Financial Stability Review, Banque de France, issue 23, 77–83, June. 

34. Dvorský, J., Petráková, Z., Khan, K. A., Formánek, I., & Mikoláš, Z. (2020). 

Selected aspects of strategic management in the service sector. Journal of Tourism 

and Services. https://doi.org/10.29036/jots.v11i20.146. 

  

https://econpapers.repec.org/RePEc:bfr:fisrev:2016:20:9
https://doi.org/10.1016/j.techfore.2021.121092
https://doi.org/10.5901/mjss.2016.v7n2s2p30
https://doi.org/10.2139/ssrn.2892098
https://doi.org/10.29036/jots.v11i20.146


 

56 

35. Elderson, F. (2022). Keynote speech by Frank Elderson, Member of the Executive 

Board of the ECB and Vice-Chair of the Supervisory Board of the ECB, Florence 

School of Banking and Finance’s Bank Board Academy “Sitting on Bank boards: 

Suitability and better governance’. Florence: European Central Bank, 11 June. 

https://www.ecb.europa.eu/press/key/date/2022/html/ecb.sp220611~01ae4a6b1c.e

n.html (Accessed: 8 December 2022). 

36. Europarlament. (2018). Directive (EU) 2018/843 of the European Parliament and 

of the Council of May 30, 2018  amending Directive (EU) 2015/849 on the 

prevention of the use of the financial system for the purposes of money laundering 

or terrorist financing, and amending Directives 2009/138/EC and 2013/36/EU. 

Europarlament. 

37. European Commission. (2014). Digital Agenda for Europe (DAE). Brussels. 

Available at: https://ec.europa.eu/digital-agenda/en/about-smart-cities (Accessed: 

7 June 2014). 

38. European Commission. (2017). Fintech: A More Competitive and Innovative 

European Financial Sector. Brucellas. 

39. European Union. Country profiles. Available at: https://european-

union.europa.eu/principles-countries-history/country-profiles_en (Accessed: 

12.03.2022) 

40. Faccia, A., Moşteanu, N. R., Cavaliere, L. P. L., & Mataruna-Dos-Santos, L. J. 

(2020, September). Electronic money laundering, the dark side of fintech: An 

overview of the most recent cases. In Proceedings of the 2020 12th international 

conference on information management and engineering (  29-34). 

https://doi.org/10.1145/3430279.3430284. 

41. Fama, E.F. (1970). Efficient Capital Markets: A Review of Theory and Empirical 

Work. The Journal of Finance, 25(2), p. 383. https://doi.org/10.2307/2325486. 

42. Fouche, C. H., Mukuddem-Petersen, J., Petersen, M. A., & Senosi, M. C. (2008). 

Bank Valuation and Its Connections with the Subprime Mortgage Crisis and Basel 

II Capital Accord. Discrete Dynamics in Nature and Society, 1–44. 

https://doi.org/10.1155/2008/740845. 

43. Fülöp, M. T., Topor, D. I., Ionescu, C. A., Căpușneanu, S., Breaz, T. O., & Stanescu, 

S. G. (2022). Fintech accounting and Industry 4.0: Future-proofing or threats to the 

accounting profession? Journal of Business Economics and Management, 23(5), 

997-1015. https://doi.org/10.3846/jbem.2022.17695. 

44. Garengo, P., Sardi, A., & Nudurupati, S.S. (2022). Human resource management 

(HRM) in the performance measurement and management (PMM) domain: a 

bibliometric review. International Journal of Productivity and Performance 

Management, 71(7), 3056–3077. Available at: https://doi.org/10.1108/IJPPM-04-

2020-0177. 

https://doi.org/10.1145/3430279.3430284
https://doi.org/10.2307/2325486
https://doi.org/10.1155/2008/740845
https://doi.org/10.3846/jbem.2022.17695


 

57 

45. Giudici, P. (2018). Fintech Risk Management: A Research Challenge for Artificial 

Intelligence in Finance. Frontiers in Artificial Intelligence, 1. 

https://doi.org/10.3389/frai.2018.00001. 

46. Hair Jr, J. F., Hult, G. T. M., Ringle, C. M., Sarstedt, M., Danks, N. P., & Ray, S. 

(2021a). An introduction to structural equation modeling. Partial least squares 

structural equation modeling (PLS-SEM) using R: a workbook, 1-29. 

https://doi.org/10.1007/978-3-030-80519-7_1. 

47. Hair, J., Hollingsworth, C. L., Randolph, A. B., & Chong, A. Y. L. (2017). An 

updated and expanded assessment of PLS-SEM in information systems 

research. Industrial management & data systems, 117(3), 442-458. 

https://doi.org/10.1108/IMDS-04-2016-0130. 

48. Hair, J.F., Black, W.C., & Babin, B.J. (2010). Multivariate data analysis: a global 

perspective. 7th ed. Upper Saddle River (N.J.): Pearson education. 

http://lib.ugent.be/catalog/rug01:001321386. 

49. Hair, J.F., Ringle, C.M., & Sarstedt, M. (2011). PLS-SEM: Indeed a Silver Bullet. 

Journal of Marketing Theory and Practice, 19(2), 139–152. 

https://doi.org/10.2753/MTP1069-6679190202. 

50. Hummel, K., Laun, U., & Krauss, A. (2021). Management of environmental and 

social risks and topics in the banking sector - An empirical investigation. The British 

Accounting Review, 53(1), p. 100921. Available at: 

https://doi.org/10.1016/j.bar.2020.100921. 

51. Ibrahim, I., & Melhem, B. (2016). Impact of the Human Resources on the Risk 

Management and the Company Performance. International Journal of Economics 

& Management Sciences, 05(02). https://doi.org/10.4172/2162-6359.1000320. 

52. Jain, R., Kumar, S., Sood, K., Grima, S., & Rupeika-Apoga, R. (2023). A 

Systematic Literature Review of the Risk Landscape in Fintech. Risks, 11(2), 36. 

https://doi.org/10.3390/risks11020036. 

53. Jatobá, M., Santos, J., Gutierriz, I., Moscon, D., Fernandes, P. O., & Teixeira, J. P. 

(2019). Evolution of artificial intelligence research in human resources. Procedia 

Computer Science, 164, 137-142. https://doi.org/10.1016/j.procs.2019.12.165. 

54. Kaddumi, T., & Al-Kilani, Q.A. (2022). Operational Risks and Financial 

Performance – the Context of the Jordanian Banking Environment. Journal of 

Southwest Jiaotong University, 57(4), 338–349. https://doi.org/10.35741/issn.0258-

2724.57.4.30. 

55. Kerstin af Jochnick. (2020). Speech at the ISDA conference on “EU Banking 

Reforms: Crossing the ‘t’s’ and dotting the ‘i’s’ – Current & Future Priorities for 

Europe”. Brussels: European Central Bank, March. 

https://www.bankingsupervision.europa.eu/press/speeches/date/2020/html/ssm.sp2

00303~b5d41c3128.en.html (Accessed: 20 January 2023). 

https://doi.org/10.3389/frai.2018.00001
https://doi.org/10.35741/issn.0258-2724.57.4.30
https://doi.org/10.35741/issn.0258-2724.57.4.30


 

58 

56. Khan, A., & Malaika, M. (2021). Central Bank Risk Management, Fintech, and 

Cybersecurity. IMF Working Papers, 2021(105). 

https://doi.org/10.5089/9781513582344.001. 

57. Khizbullin, F. F., Sologub, T. G., Bulganina, S. V., Lebedeva, T. E., Novikov, V. 

S., & Prokhorova, V. V. (2017). The Direction of Transformation of Information 

and Communication Technology (ICT) at the Present Stage of Development into an 

Electronic and Information Society. Pertanika Journal of Social Sciences & 

Humanities, 25., 45–58. 

58. Kryvych, Y., & Goncharenko, T. (2020). Banking strategic management and 

business model: bibliometric analysis. Financial Markets, Institutions and Risks, 

4(1), 76–85. https://doi.org/10.21272/fmir.4(1).76-85.2020. 

59. Kunz, J., & Heitz, M. (2021). Banks’ risk culture and management control systems: 

A systematic literature review. Journal of Management Control, 32(4), 439-493 

https://doi.org/10.1007/s00187-021-00325-4. 

60. Kurpayanidi, K. (2021). Scientific and Theoretical Issues of Entrepreneurship 

Development. Bulletin of Science and Practice, 7(6), 345–352. 

https://doi.org/10.33619/2414-2948/67/38. 

61. Kurpayanidi, K.I. (2020). To the Problem of Doing Business in the Conditions of 

the Digital Economy. Theoretical & Applied Science, 89(09), 1–7. 

https://doi.org/10.15863/TAS.2020.09.89.1. 

62. Laeven, L., & Levine, R. (2009). Bank governance, regulation and risk taking. 

Journal of Financial Economics, 93(2), 259–275. 

https://doi.org/10.1016/j.jfineco.2008.09.003. 

63. Lai, J., Ma, S., Wang, Y., Cai, Z., Hu, J., Wei, N., ... & Hu, S. (2020). Factors 

associated with mental health outcomes among health care workers exposed to 

coronavirus disease 2019. JAMA network open, 3(3), e203976-e203976. 

https://doi.org/10.1001/jamanetworkopen.2020.3976. 

64. Lavrinenko, O., Čižo, E., Ignatjeva, S., Danileviča, A., & Krukowski, K. (2023). 

Financial Technology (FinTech) as a Financial Development Factor in the EU 

Countries. Economies, 11(2), 45. https://doi.org/10.3390/economies11020045. 

65. Mäntymäki, M., Wirén, M., & Najmul Islam, A.K.M. (2020). Exploring the 

Disruptiveness of Cryptocurrencies: A Causal Layered Analysis-Based Approach’, 

Responsible Design, Implementation and Use of Information and Communication 

Technology: 19th IFIP WG 6.11 Conference on e-Business, e-Services, and e-

Society, I3E 2020, Skukuza, South Africa, April 6–8, 2020, Proceedings, Part I 19 (  

27-38). Springer International Publishing. https://doi.org/10.1007/978-3-030-

44999-5_3. 

66. Mayer, J., Niemietz, P., Trauth, D., & Bergs, T. (2021). How Distributed Ledger 

Technologies affect business models of manufacturing companies. Procedia 

CIRP, 104, 152-157. https://doi.org/10.1016/J.PROCIR.2021.11.026. 

https://doi.org/10.1007/s00187-021-00325-4
https://doi.org/10.33619/2414-2948/67/38


 

59 

67. Moore, J. (1999). Predators and Prey: A New Ecology of Competition. Harvard 

business review, 71, 75–86. 

68. Mursalov, M. (2021). Banking regulations, financial system stability and trust in the 

ECB: a structural equation model. Economic Annals-ХХI, 192(7-8(2)), 148–157. 

https://doi.org/10.21003/ea.V192-12. 

69. Mustard, C.A., & Yanar, B. (2023). Estimating the financial benefits of employers’ 

occupational health and safety expenditures. Safety Science, 159, p. 106008. 

https://doi.org/10.1016/j.ssci.2022.106008. 

70. Nguyen, Q.T.T., Nguyen, S.T.B., & Nguyen, Q. (2019). Can Higher Capital 

Discipline Bank Risk: Evidence from a Meta-Analysis. Journal of Risk and 

Financial Management, 12(3), p. 134. https://doi.org/10.3390/jrfm12030134 

71. O'Leary, K., O'Reilly, P., Nagle, T., Filelis-Papadopoulos, C., & Dehghani, M. 

(2021, January). The sustainable value of open banking: Insights from an open data 

lens. In 54th Hawaii International Conference on System Sciences, Kauai, Hawaii, 

USA, 4-8 January 2021 (  5891-5901). University of Hawai'i at Manoa. 

https://doi.org/10.24251/HICSS.2021.713. 

72. Panov, A., Panova, N., Malofeev, A., & Nemkina, E. (2019, December). Interaction 

of regional agribusiness entities in the transition to a digital economy. In IOP 

Conference Series: Earth and Environmental Science (Vol. 403, No. 1, p. 012138). 

IOP Publishing. https://doi.org/10.1088/1755-1315/403/1/012138. 

73. Paritala, P.K., Manchikatla, S., & Yarlagadda, P.K.D.V. (2017). Digital 

Manufacturing- Applications Past, Current, and Future Trends. Procedia 

Engineering, 174, 982–991. https://doi.org/10.1016/J.PROENG.2017.01.250. 

74. Pesch, R., Endres, H., & Bouncken, R.B. (2021). Digital product innovation 

management: Balancing stability and fluidity through formalization. Journal of 

Product Innovation Management, 38(6), 726–744. Available at: 

https://doi.org/10.1111/jpim.12609. 

75. Petersen, M.A., & Mukuddem-Petersen, J. (2005). Stochastic behaviour of risk-

weighted bank assets under the Basel II capital accord. Applied Financial 

Economics Letters, 1(3), 133–138 https://doi.org/10.1080/17446540500101978. 

76. Petter, Straub, & Rai. (2007). Specifying Formative Constructs in Information 

Systems Research. MIS Quarterly, 31(4), 623. doi:10.2307/25148814 

77. Phan, D.H.B., Paresh Kumar, N., Eki, R.R., & Akhis, H.R. (2020). Do financial 

technology firms influence bank performance? Pacific-Basin Finance Journal, 62, 

p. 101210. Available at: https://doi.org/10.1016/J.PACFIN.2019.101210. 

78. Pilat, D. (2020) A Roadmap toward a Common Framework for Measuring the 

Digital Economy. Saudi Arabia. Available at: https://www.oecd.org/sti/roadmap-

toward-a-common-framework-for-measuring-the-digital-economy.pdf (Accessed: 

4 June 2022). 

https://doi.org/10.1080/17446540500101978


 

60 

79. Popova, Y., & Cernisevs, O. (2023). Smart City: Sharing of Financial Services. 

Social Sciences, 12(1). https://doi.org/10.3390/socsci12010008. 

80. Popova, Y., & Popovs, S. (2022). Impact of Smart Economy on Smart Areas and 

Mediation Effect of National Economy. Sustainability, 14(5). 

https://doi.org/10.3390/su14052789. 

81. Popova, Y., & Zagulova, D. (2022). Aspects of E-Scooter Sharing in the Smart City. 

Informatics, 9(2), p. 36. https://doi.org/10.3390/informatics9020036. 

82. Rastogi, S., Sharma, A., Pinto, G., & Bhimavarapu, V. M. (2022). A literature 

review of risk, regulation, and profitability of banks using a scientometric 

study. Future Business Journal, 8(1), 28. https://doi.org/10.1186/s43093-022-

00146-4. 

83. Richardson, G. B. (1990). Information and Investment: A Study in the Working of 

the Competitive Economy. Oxford University Press. 

84. Richardson, G.B. (1964). The Limits to a Firm’s Rate of Growth. Oxford Economic 

Papers, 16(1), 9–23. https://doi.org/10.1093/oxfordjournals.oep.a040946. 

85. Richardson, G.B. (1972). The Organisation of Industry. The Economic Journal, 

82(327), p. 883. https://doi.org/10.2307/2230256. 

86. Richter, J. (2020). EU Regulatory Developments. Law and Financial Markets 

Review, 14(4), 261–273. https://doi.org/10.1080/17521440.2020.1853983. 

87. Ringle, C. M., Sarstedt, M., Mitchell, R., & Gudergan, S. P. (2020). Partial least 

squares structural equation modeling in HRM research. The International Journal 

of Human Resource Management, 31(12), 1617-1643. 

https://doi.org/10.1080/09585192.2017.1416655. 

88. Rupeika-Apoga, R., & Wendt, S. (2022). FinTech Development and Regulatory 

Scrutiny: A Contradiction? The Case of Latvia. Risks, 10(9), p. 167. 

https://doi.org/10.3390/risks10090167. 

89. Samimi, P., & Jenatabadi, H.S. (2014). Globalization and Economic Growth: 

Empirical Evidence on the Role of Complementarities. PLoS ONE, 9(4), p. e87824. 

https://doi.org/10.1371/journal.pone.0087824. 

90. Sánchez, A., & Jiménez-Fernández, E. (2023). European Union Cohesion Policy: 

Socio-Economic Vulnerability of the Regions and the COVID-19 Shock. Applied 

Research in Quality of Life, 18(1), 195–228. https://doi.org/10.1007/s11482-022-

10116-1. 

91. Scarlat, E., Chirita, N., & Bradea, I. A. (2012). Indicators and metrics used in the 

enterprise risk management (ERM). Economic Computation and Economic 

Cybernetics Studies and Research Journal, 46(4), 5-18. 

92. Schmid, M.M., Sabato, G., & Aebi, V. (2011). Risk Management, Corporate 

Governance, and Bank Performance in the Financial Crisis. SSRN Electronic 

Journal [Preprint]. https://doi.org/10.2139/ssrn.1942896. 

https://doi.org/10.1093/oxfordjournals.oep.a040946
https://doi.org/10.1080/09585192.2017.1416655


 

61 

93. Schumpeter, J., & Opie,  R. (1934). The Theory of Economic Development: An 

Inquiry into Profits, Capital, Credits, Interest, and the Business Cycle. Cambridge, 

Mass., Harvard University Press. 

94. Serrano, W. (2018). Digital Systems in Smart City and Infrastructure: Digital as a 

Service. Smart Cities, 1(1), 134–153. https://doi.org/10.3390/smartcities1010008. 

95. Shibusawa, H. (2000). Cyberspace and physical space in an urban economy. 

Regional Science, 79(3). https://doi.org/10.1007/PL00013610. 

96. Silva, J.L., & Navarro, V.L. (2012). Work organization and the health of bank 

employees. Revista Latino-Americana de Enfermagem, 20(2), 226–234. 

https://doi.org/10.1590/S0104-11692012000200003. 

97. Spence, M. (2021). Government and economics in the digital economy. Journal of 

Government and Economics, 3, p. 100020. 

https://doi.org/10.1016/J.JGE.2021.100020. 

98. Stahl, G. K., Brewster, C., Collings, D. G., & Hajro, A. (2019). Enhancing the role 

of human resource management in corporate sustainability and social responsibility: 

A multidimensional, multi-stakeholder approach to HRM. Human resource 

management review, 30(3). p. 100708. https://doi.org/10.1016/j.hrmr.2019.100708. 

99. Sukhorukov, A. I., Guo, S., Koryagin, N. D., & Eroshkin, S. Y. (2018, October). 

Tendencies of information management development in the conditions of the origin 

of a new ecosystem of the digital economy. In 2018 Eleventh International 

Conference" Management of large-scale system development"(MLSD (  1-4). IEEE. 

https://doi.org/10.1109/MLSD.2018.8551859. 

100. Suleiman, Z., Shaikholla, S., Dikhanbayeva, D., Shehab, E., & Turkyilmaz, A. 

(2022). Industry 4.0: Clustering of concepts and characteristics. Cogent 

Engineering, 9(1), 2034264. https://doi.org/10.1080/23311916.2022.2034264. 

101. Syed, A.M., & Bawazir, H.S. (2021). Recent trends in business financial risk – A 

bibliometric analysis. Cogent Economics & Finance, 9(1). 

https://doi.org/10.1080/23322039.2021.1913877. 

102. Tao, H., Shan, Z., & Rui, X., Wei, C., Jinfang, T., & Yuli,  S. (2022). Environmental 

Finance: An Interdisciplinary Review. Technological Forecasting and Social 

Change, 179, p. 121639.  

103. The Economist. (2019). Low inflation is a global phenomenon with global causes. 

Available at: https://www.economist.com/special-report/2019/10/10/low-inflation-

is-a-global-phenomenon-with-global-causes (Accessed: 8 April 2023). 

104. Torinelli, V.H., & Silva Júnior, A.F. (2021). Environmental risk analysis (ERA) in 

the strategic asset allocation (SAA) of the international reserves (IRs) managed by 

central banks (CBs). Latin American Journal of Central Banking, 2(1), p. 100021. 

Available at: https://doi.org/10.1016/j.latcb.2021.100021. 

https://doi.org/10.1080/23322039.2021.1913877


 

62 

105. Tsai, C., & Peng, K.J. (2017). The FinTech Revolution and Financial Regulation: 

The Case of Online Supply-Chain Financing. Asian Journal of Law and Society, 

4(1), 109–132. https://doi.org/10.1017/als.2016.65. 

106. Tupa, J., & Steiner, F. (2019). Industry 4.0 and business process management. 

Tehnički glasnik, 13(4), 349–355. https://doi.org/10.31803/tg-20181008155243. 

107. Vaidya, S., Ambad, P., & Bhosle, S. (2018). Industry 4.0 – A Glimpse. Procedia 

Manufacturing, 20, 233–238. Available at: 

https://doi.org/10.1016/J.PROMFG.2018.02.034. 

108. Varga, S., Brynielsson, J., & Franke, U. (2021). Cyber-threat perception and risk 

management in the Swedish financial sector. Computers & Security, 105, p. 102239. 

https://doi.org/10.1016/j.cose.2021.102239. 

109. Verhoef, P. C., Broekhuizen, T., Bart, Y., Bhattacharya, A., Dong, J. Q., Fabian, N., 

& Haenlein, M. (2021). Digital transformation: A multidisciplinary reflection and 

research agenda. Journal of business research, 122, 889-

901.https://doi.org/10.1016/J.JBUSRES.2019.09.022. 

110. Wang, Y., Li, G., Li, J., & Zhu, X. (2018). Comprehensive identification of 

operational risk factors based on textual risk disclosures. Procedia computer 

science, 139, 136-143. https://doi.org/10.1016/j.procs.2018.10.229. 

111. Williams, L.D. (2021). Concepts of Digital Economy and Industry 4.0 in Intelligent 

and information systems. International Journal of Intelligent Networks, 2, 122–129. 

https://doi.org/10.1016/J.IJIN.2021.09.002. 

112. Zhang, Q. (2022). Research on Bank Financial Risk Control Mechanism Based on 

KMV Model. Frontiers in Business, Economics and Management, 6(3), 241–244. 

https://doi.org/10.54097/fbem.v6i3.3628. 

 

 

 

https://doi.org/10.54097/fbem.v6i3.3628


 

Annexes 



 

64 

Annex 1 

ECB SUPERVISION NEWSLETTER 

Strong risk culture — sound banks 

15 February 2023 

Risk culture is a set of norms, attitudes, and behaviours related to awareness, 

management, and control of risks in a bank. It shapes managements and employees’ day-

to-day decisions and has an impact on the risks they take. 

Weaknesses in risk culture may signal problems in the future, such as financial 

losses or misconduct. Conversely, a bank’s strong financial position could be misleading 

if there is an underlying problem with culture and conduct. Therefore, even in periods of 

solid financial health, strong risk culture can be essential in preventing future losses which 

could damage the reputation of a bank.  

This is why supervisors thoroughly examine this risk area based on the European 

Banking Authority’s guidelines on governance. Each bank’s responsible for defining and 

shaping risk culture. In turn, it is the supervisor’s role to assess the dimensions of this risk 

culture.  

 

Tone from the top & communication 

• Composition of management bodies 

• Functioning of management bodies 

• Inclusion of risk and compliance perspectives throughout the bank (e.g. code of ethics) 

• Speak-up culture, including whistleblowing mechanism 

Incentives Accountability & ownership of risk 

• Incentives schemes (including 

renumeration and promotion) 

• Consequence management to 

sanction misconduct 

behaviours 

 

• Effectiveness of the three lines defence 

• Risk-based decisions, in line with risk 

appetite framework 

• Strength and stature of risk management 

and internal control functions 

• Escalation in case key risk metrices are 

breached 

• Oversight appropriate to group’s structural 

complexity (e.g. over entitles and bisoness 
lines) 
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Annex 1 continued 

It is challenging to observe and measure risk culture is challenge because it 

comprises many qualitative elements. However, supervisors have specific tools to 

examine underlying and more salient factors which may contribute to risk culture. These 

tools include interviews with board members and business line representatives, sitting in 

on board meetings, fit and proper assessments, examining documentation like policies, 

minutes or reports and on-site inspections. 

While there are many components of risk culture, this article focusses on three 

key dimensions: the tone from the top, incentive policies, and risk accountability and 

ownership.  

The observations and sound practices identified here are based on extensive 

supervisory reviews over the past few years, including bank-specific deep-dives and 

horizontal analyses.  

One of the main duties of banks’ management bodies is to establish an appropriate 

“tone from the top”, as this plays a crucial role in holding individuals accountable for 

prudent risk-taking. To set the right tone, the management body needs to collectively 

possess the relevant skills and expertise, be of good repute, consider diverse viewpoints 

in discussions and be able to challenge senior management constructively. 

Evidence shows that banks need to improve the capacity to challenge board 

members on their decisions in risk culture areas. A limited challenging capacity may also 

hinder follow-up on findings flagged by control functions and supervisors. Moreover, 

several banks’ management bodies do not explicitly oversee culture or effectively cascade 

culture and ethical standards to all levels throughout the bank. However, some banks have 

developed good practices to strengthen the effectiveness of oversight. One such example 

is firms that have established a rigorous framework for monitoring internal culture and 

conduct, including full transparency through a dashboard. This allows monitoring of how 

risk culture is embedded within the bank through indicators to gauge how the code of 

conduct is implemented across the organisation. 

Remuneration schemes are another key dimension of risk culture. These are often 

based on key performance indicators (KPIs) that determine variable remuneration and 

should ensure behaviours are properly aligned with prudent risk-taking. However, KPIs  
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are not always clear and transparent. In many instances, they rely excessively on financial 

performance compared to risk, control, and critical cultural and behavioural aspects. 

Surprisingly, this also holds for employees in internal control functions and even for chief 

risk officers. Supervisors have also observed weaknesses in KPIs’ alignment with risk 

appetite, in processes and controls around variable remuneration, and in applying malus 

and clawback clauses in case of excessive risk-taking or misconduct. There is room for 

improvement in this area, which calls for supervisory attention. 

Risk accountability and ownership are a third dimension of sound governance and 

risk culture. Some banks need to allocate roles and responsibilities for risk and control-

related tasks clearly. Others have risk management and compliance functions, which need 

to challenge business lines sufficiently or are at times overruled by them. These functions 

may also need more resources, stature, and practical impact which therefore calls into 

question their standing within the organisation.  

A well-developed risk appetite framework, supported by effective processes 

deployed across the bank is the cornerstone of a sound risk culture, because it ensures that 

the risks taken are within a set of acceptable boundaries.  

That is why ECB Banking Supervision will continue to assess banks’ progress in 

improving risk culture through peer benchmarking, sharing good practices and ongoing 

industry dialogue, with appropriate supervisory escalation where key weaknesses are 

identified. Additionally, as part of the supervisory priorities for 2023-25, a targeted 

analysis will assess the tone from the top as well as the quality of banks’ nomination 

processes and will feed into the Supervisory Review and Evaluation Process (SREP). 
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Annex 2 

Evaluation of the study by the Czech Association of Payment Institutions 

 

  

 Asociace poskytovatelů platebních 
služeb České Republiky, z.s. 

Dear Mr. Cernisevs, 

On behalf of the Czech Payment Companies' Association, I wish to extend our heartfelt gratitude for your 

insightful presentation on the 5th of June 2023. Your detailed research results concerning the KPI-based 

financial management system and its relation to Key Risk Indicators (KRI) were both illuminating and timely. 

The methodology for the KRI evaluation that you showcased was particularly captivating and resonated well 

with our association's ethos of staying at the forefront of innovative financial practices. 

The dialogue that ensued post your presentation, involving the intricate mechanics of selecting KPIs based on 

KRIs, offered our members a fresh perspective. It sparked a much-needed discussion on enhancing our current 

systems and methodologies, making us reconsider the structural alignment of our practices. 

Considering the relevance and potential impact of your research, the Czech Payment Companies' Association is 

pleased to inform you that we will be wholeheartedly recommending your proposed approach for practical use 

to our member companies. We believe that by adopting your methodology, our member companies can pave 

the way for more transparent, efficient, and risk-aware financial management within the Czech Republic's 

payment landscape. 

Your dedication to this research and the manner in which you presented complex concepts with clarity is 

commendable. We are confident that your approach, if adopted widely, will bring substantial benefits to our 

industry. 

We look forward to possible future collaborations and wish you continued success in your academic and 

professional endeavors. 

Thank you once again for sharing your expertise and vision with us.  

Warm regards,                                            

Sergej Jurlov / President 

 

 

 

Subject: Appreciation and Recommendation of Your Research Presentation on KPI-based 

Financial Management System 

 

Revoluční 762/13, Staré Město, 110 00 Praha 1 

+420 775555502 

Info@aspps.cz 

 

23.08.2023  

№: 23-08-01  
To, 

Mr. Olegs Cernisevs 

Doctoral Student, 

Baltic International Academy 

Riga, Latvia 
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Evaluation of the study by the Bank of Latvia 
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